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Introduction 
The concept of CSFs in the Information Systems (IS) literature originates from Rockart [1], and 
was used to support the design of management information systems. The term CSF was defined 
by Rockart as a key activity or area of the business that must work well to ensure overall 
competitive success. The CSF concept has been widely applied to R&D and engineering projects 
[2], as well as Information Systems projects [3], [4].  
 
In this paper, the Critical Success Factors (CSFs) for Artificial Intelligence (AI) implementation in 
insurance markets are identified and illustrated with examples from case study research 
conducted by Loughborough University as part of its Technology in Next Generation Insurance 
(TECHNGI) project. The emphasis is on identifying the organisational and strategic factors, in 
addition to the AI-specific issues that affect the overall success of AI projects. It is assumed that 
standard project management tools such as critical path analysis, allocation of resources, 
interdependencies between sub-projects, project schedules, project communication and 
troubleshooting are employed, and these standard technical project management elements are 
excluded from this paper to allow a clearer focus on the organisational, strategic, and digital 
factors that are necessary for new, contemporary AI projects.   
   
Challenges for Next-Generation AI Systems in Insurance Markets 
The broader context for AI projects in insurance is set out because it is important to understand 
the nature of AI systems and their strategic potential in insurance markets before considering 
the Critical Success Factors (CSFs) for successful AI project implementation. That is, a brief 
exploration of the context of AI systems is given, because this helps define the nature of the AI 
implementation problem, and therefore offers guidance on the AI-specific factors that are 
necessary for successful AI projects.  
 
Definition of AI – A Systems Perspective 
The importance of adopting a system perspective of AI has been identified widely in the technical, 
medical, insurance and business literature. For example, leading technical experts from Google 
show that the machine learning element is a very small part of the overall AI system in which it 
operates, and that technologists and business managers must therefore pay much more 
attention to the technical challenges and economic costs of the infrastructure that surrounds the 
adaptive algorithms that differentiate AI systems from standard IT systems [5]. The conclusion 
from the Google team is based on a huge variety of projects and extensive collective experience. 



 

DRAFT COPY ONLY COPYRIGHT © DR CP HOLLAND 2022 
NOT TO BE REPRODUCED OR COPIED WITHOUT THE WRITTEN PERMISSION OF THE AUTHOR 

2 

It has been widely cited by other researchers. This modern viewpoint on AI systems [5] has close 
parallels with much earlier work that identified the importance of IT infrastructure on advanced 
IT management systems [6].  
 
The IEEE has recently published a report on the importance of ethical design of AI, which used a 
system perspective throughout to emphasise the contextual nature of the AI technology, and to 
emphasise the importance of factors such as data, personal well-being, the professional skills of 
developers, the transparency of AI systems and their effectiveness [7]. The concept of ‘Software 
as a Medical Device’ is well established in a medical and patient context, and the medical 
regulators have invested a significant amount of effort in defining the term [8]. However, the 
agreed definition focused only on the standalone features of a piece of software. It would be 
futile to attempt to regulate AI software as a simple medical device, because it would omit the 
contextual use. The context is relevant because the performance of AI medical software depends 
crucially on available data, human skills, links to other medical systems and generally, the digital, 
managerial and ethical context of the software [9]. Similar to the technical and medical literature, 
business researchers have also identified the crucial role of data and digital infrastructure to 
facilitate AI system deployment in a commercial context [10][11].  
 
In an insurance-specific context, the European regulator EIOPA adopted a systems approach to 
evaluate and make recommendations on the ethical dimensions and consequences of applying 
AI technology in consumer insurance markets, and focus on the ethical and regulatory aspects of 
big data, which are used to train and evaluate AI algorithms [12], [13].  

 
The approach taken here is to contextualise AI algorithms and big data within a digital and 
business context, and to include the regulatory and legal framework as part of the overall AI 
system – see Figure 1, source TECHNGI, Loughborough University [14].  
 

 
 
Figure 1. AI Insurance System Definition 
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The Strategic Potential of AI Systems in Insurance 
Many articles in the business press assume that AI systems will have a disruptive effect on 
insurance markets. For example, the analysis of the new entrant ‘Lemonade’ in Forbes describes 
how AI is combined with behavioural economics to create a radically new form of insurance 
company that is based on trust and transparency between the insurance firm and its customers 
[15]. In a similar vein, the Chinese insurance company, Ping An, is described as a ‘fintech super-
app’ in The Economist, an economics journal not known for hyperbole [16]. The rise of Ping An 
has been attributed in large part to its innovative use of AI and related digital technologies to 
disrupt insurance markets in health, automotive and smart cities [17]. Both examples are typical 
of InsurTech disruptors, i.e., they are designed to upset the status quo. The consultancy firm 
McKinsey sets out in detail the general disruptive effects of AI, deep learning, machine learning 
and big data on every functional area of insurance including pricing, risk assessment, distribution 
and claims management [18].  
 
Disruptive change implies significant changes to the overall logic of insurance business models 
and this is certainly true in the cases of TESLA’s insurance offering and Ping An’s transition to a 
tech-driven company where digital technology, AI and big data permeate every aspect of its 
business operations, processes and interactions with customers and economics partners [14]. 
However, there are also other forms of digital transformation that should be considered because 
of their prevalence and the insights that they offer into the nature of digital transformation.  
 
Disruptive change can be considered as a polar form of digital transformation, where the scale 
of business process change, use of digital technology and resulting business model are radically 
different to the business models and use of digital technology by incumbent market leaders [19]. 
At the other end of the spectrum is the use of AI to automate existing business models, using 
existing insurance data and retaining most of the existing set of business processes and overall 
business model logic [20]. Between these polar forms are business models that exhibit significant 
innovation, e.g., by exploiting new forms of big data, but which are better described as strategic 
augmentation or enhancement of existing business models, rather than something that is a brand 
new approach [21]. This nuanced approach to digital transformation recognises that there are 
distinctive types of change and transformation, which range from incremental innovation to big-
bang approaches, and that the type of change will naturally affect the scale and difficulty of the 
implementation process, and therefore needs to be considered and included in a Critical Success 
Factors (CSFs) model.   
 
Ethical Dimensions 
The ethical dimensions of AI systems pose critical challenges to commercial insurance firms in 
the areas of data privacy, transparency and explainability of algorithms, avoiding algorithmic bias 
and building trust with consumers that AI systems can be trustworthy partners rather than 
adversaries in the insurance market [22]. Insurance is fundamentally a data-driven business [13], 
and the novel use of AI throughout the insurance customer lifecycle relies on new forms of big 
data and the novel use of existing data sets, to train and operate AI systems [12]. The pervasive 
nature of AI in insurance, where customer data is used at every stage of the customer journey 
and affects the value creation process where customers and insurance firms interact with each 
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other through shared data [23], mean that insurance firms must explicitly include ethical design 
into their AI systems and implementation plans. 
 
Digital Transformation of Insurance Markets 
Digital transformation of insurance markets is part of the broader trend of business and societal 
changes occurring as a result of new applications of digital technologies, including cloud 
computing, Artificial Intelligence (AI), sensors, robotics, Internet-of-Things, smart cities, digital 
platforms and novel developments in finance such as cryptocurrency and blockchain-enabled e-
commerce [24]. These disruptive changes, which are affecting all aspects of modern business 
organisations and society, and which exploit digital technology to create new forms of 
organisation and work patterns, have been described by numerous authors as a new industrial 
revolution, and termed ‘Industry 4.0’ [25]. Insurance services are an integral component of other 
sectors, e.g., automotive, production, smart cities, medical ecosystems, travel, and housing, and 
must therefore follow patterns of digital adoption from customers. In addition, it is highly likely 
that AI adoption in insurance markets will share common patterns with the general 
implementation of AI and related digital technologies with other market sectors [26].  
 
A recent review of digital transformation concepts and practice proposes that digital 
transformation is a complex, iterative process where the novel use of digital technologies 
naturally leads to disruptive changes in firm strategies and customer expectations [27], where 
digital leaders use the technology to create new forms of business value. These general models 
provide a good overview, but they do not adequately cover the specific characteristics of 
insurance markets that make them distinctive from say manufacturing, biotechnology, or 
ecommerce firms. A specific business model approach for digital transformation in insurance is 
shown in Figure 3. This is based on the AI systems framework from Figure 1, and shows how the 
different elements of the AI systems definition relate to each other to create a cohesive business 
model designed around a set of inter-related business processes.  

 
 
Figure 2. A Business Model Approach to Digital Transformation in Insurance 
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The logic of this business model is that AI algorithms are used to enable new insurance 
applications, which create new business process capabilities that lead to product innovation. 
Better products attract new customers and increase the volume of customer data available to 
the AI algorithms in areas such as pricing, risk, automated policy management, fraud detection 
and claims management. Increased revenues can then be invested to improve the digital 
infrastructure to support further innovation in AI technology and algorithms. New forms of 
business value are created by better products, and improved analytics from investments in digital 
infrastructure and MIS. A more detailed and expanded version of this model has been developed 
for behavioural insurance, and the circular nature of it, supported by data network effects, leads 
to what has been termed the AI data flywheel effect [14].  
 
Discussion of Challenges 
Prima facie, an AI systems perspective is the natural approach to defining and modelling the role 
of AI and big data technologies in insurance markets because it incorporates the digital and 
business contexts and relates the use of AI to important regulatory and ethical concerns. There 
is huge potential for AI to disrupt insurance markets, but it is also necessary to consider the more 
mundane applications of AI such as simple automation of existing business processes and models. 
The scale of the AI implementation challenge/project is therefore defined to a large extent by 
the difference between the legacy MIS and the new digital infrastructure, and the difference 
between the legacy business model and the AI-enabled target business model.  
 
This result has very different implications for incumbent insurance firms that are defending their 
market positions versus new entrants who are attacking the market. Incumbent firms must 
balance the need to manage existing business models, whilst at the same time developing new 
strategies that exploit AI technology, either building on their existing systems and processes, or 
as new standalone business entities, whereas new entrants must calculate and determine how 
to enter the market and gain access to sufficient data to train and calibrate their AI models. 
Incumbent firms therefore have a significant data advantage, where data scale is an important 
barrier to entry. Attacker firms have the advantage that they are not constrained in any way with 
legacy system maintenance costs or to consider the constraining effects of an existing business 
model – they have a clean sheet of paper to develop whatever business model they consider to 
be the most effective and disruptive in a particular market.  
 
The ethical dimensions of AI are arguably more acute in insurance than in many other markets 
because of the nature of the personal data that is required to offer insurance, especially personal 
data in consumer markets, combined with the fact that insurance is a necessity for modern 
societies to protect individuals from exposure to risks that can only be shouldered through the 
collective sharing of risk through insurance policy premiums.  
 
The nature of the digital transformation process is dynamic, and involves complex inter-
relationships between technology entities, people, business processes, products, software, 
economic partners in the insurance value chain and regulators. The Critical Success Factors (CSFs) 
to make this possible must therefore have sufficient variety and requisite complexity to deal with 
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digital transformation where AI is pervasive in advanced insurance business models. A proposed 
CSF model is described in the next section.  
  
 
Proposed CSFs Model for AI Implementation 
The proposed model identifies a set of CSFs, which are grouped into a 2x2 typology, which 
distinguishes between business and digital factors, and between strategic and tactical elements. 
Business factors are organisational, strategic, and behavioural factors that influence the AI 
implementation process, which are clearly distinct from digital factors that are directly concerned 
with the digital infrastructure, hardware, software, and data, i.e., the digital building blocks of AI 
systems. Strategic factors are concerned with the overall direction and strategic objectives of the 
project, and the tactical factors are related much more to activities that turn the project into 
reality and instantiate it in practice. The model is shown in Figure 3.   
 
 

 
 
 
Figure 3. A Critical Success Factors Model of AI Implementation in Insurance Markets 
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The logic of the model is that CSFs can be grouped broadly into business and digital factors, and 
then sub-divided into strategic and tactical factors. Business factors are strategic, organisational 
and leadership elements of AI systems, e.g., the vision for AI, definition of benefits and capacity 
for change in the organisation. Digital factors are concerned technology-focused issues, including 
legacy MIS, technology partnerships, algorithmic design to ensure ethical and regulatory 
compliance, and AI-specific hardware and software such as telematics and sensors, and AI cloud 
computing platforms. Each of the factors is described below.  
 
 
Business-Strategic 
 
Vision for AI strategy 
The strategic vision for AI is crucial because it defines the organisational scale and scope of AI 
systems, which vary considerably in terms of their application to organisational problems. It also 
sets out a vision that can be communicated to managers, so that everyone in the organisation is 
clear about the nature of the likely investments and changes to the business model.  
 
AI systems cannot be described as a standard technology such as office productivity software, 
enterprise systems, and e-commerce software packages, where the business processes are 
effectively standardised through common software packages, and where the principal challenges 
of implementation are alignment of the organisation with the software through a combination 
of organisational change and software configuration. AI systems are at a much earlier stage of 
development in terms of the technology product lifecycle and are characterised by bespoke 
implementations. There is therefore much more variety of AI projects, compared with, say, ERP 
and e-commerce systems. For example, AI projects range from a relatively small project that 
automates a set of routine tasks such as document management using Robotic Process 
Automation (RPA), through to something much more ambitious such as the launch of a brand-
new insurance service based on behavioural insurance, where AI is pervasive in almost every 
aspect of the new business model. The commitment for the strategic vision is an indication of the 
top management support for AI projects, which is crucial to ensure appropriate organisational 
and technology resources, to facilitate alignment with the target business model, and to 
encourage cross-functional integration within the organisation and where relevant, along the 
insurance value chain with economic partners.  
 
Target business model  
Consultants and managers often assume that AI technology will involve the digital transformation 
of the insurance business model. Whilst this is true in a small number of cases, e.g., Ping An, 
Lemonade, and HUK-COBURG, there are many examples of AI use cases where the effects on the 
business model is highly focused on an individual problem such as dealing with online customer 
queries, or augments the existing approach through the use of AI to analyse and interpret new 
forms of big data such as GPS location, IoT data and shared data with economic partners.  
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As part of the TECHNGI research project, four generic target business models were identified, 
based on the extent of business model change and the level of data innovation: incremental; 
reengineering; add-on strategy; and transformational.  
 
An example of incremental change, with little or no change to the business model and making 
use of existing data sets, is to apply AI to a very narrow problem, such as Robotic Process 
Automation (RPA).  
 
Reengineering is where the insurance firm uses Business Process Reengineering (BPR) techniques 
to change its business processes, again using similar data to historical business. For example, to 
simplify an insurance product and target a very focused segment of the market.  
 
An add-on strategy is to use new forms of data such as IoT or GPS data, and use it to make a 
significant improvement to an existing business model, e.g., to improve risk analysis or enhance 
customer service using ChatBots or voice recognition. This typically involves sophisticated use of 
AI technology and big data, but the underlying business model remains broadly the same.  
 
A transformational approach is a radically new business model, that exploits new forms of big 
data and AI applications, in an integrated and coherent strategy, to create a brand-new business 
model, which is typically an example of digital-first, i.e., it does not attempt to retain any aspects 
of legacy systems but builds every aspect of the firm from scratch. Lemonade is a superb example 
of a new entrant that is characteristic of this business model.  
 
Engaged leadership and digital culture 
Engaged leadership incorporates top management support and knowledge of the capabilities and 
mechanics of AI systems. Senior leaders set the agenda for AI projects, and it is necessary that 
they are fully engaged in the strategy process, especially to set the overall AI vision and target 
business model. An engaged leadership is also important in providing an umbrella of support and 
to ensure resources to support the remaining CSFs. Digital culture is needed to embrace AI 
technology because it provides the environment in which new ideas and AI systems can be 
explored, trialled, and evaluated. The rapid evolution of AI technologies requires a willingness on 
the part of senior managers to embrace new developments and concepts in AI, and to move 
quickly as the technology improves and adapt organisational processes and strategies to take 
advantage of AI capabilities. Experimentation and failure are a natural stage of this innovation 
process and must be handled as effectively as AI project successes.   
 
Insurance value chain collaboration 
The discussion so far has been limited to the firm as the unit of analysis. The insurance value 
chain and collaboration between stakeholders such as customers, insurance firms, re-insurance, 
capital markets and data holders, creates huge potential for improving the flow of data along the 
value chain, and to exploit new AI applications where the critical mass of big data may only be 
possible by sharing data between multiple firms. Two prominent examples are fraud detection 
based on collaborative data sharing between consumer insurance carriers, and in the 
transformation of Lloyd’s of London, which involves complex collaboration between large 
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business organisation customers, specialist underwriters, the digital infrastructure of the London 
Market, and the capital markets.  
 
Business-Tactical 
Clear articulation of expected benefits 
The definition and evaluation of the business benefits of information systems in general and for 
AI systems in particular, is a hard problem because it is often difficult to disentangle and separate 
out the specific effects of digital investments from related changes to business processes and 
models. The beneficiaries also extend beyond the insurance firm to include customers, economic 
partners, and regulatory bodies. The approach taken here is to look at benefits using the 
analytical lens of business value creation, which fits naturally with business model theory.  
 
Capacity for change and innovation 
AI system implementation requires changes to data acquisition, data analytics, big data 
management, the development of ethical AI policies, business process change and potentially 
disruptive and transformative changes to the overall business model. For these changes to take 
place, the firm must have the capacity for change, i.e., it must be able to allocate enough 
technology and organisational capacity, to manage the transformation from the existing set of 
traditional Management Information Systems (MIS) to an AI-enabled system. Those firms with 
complex legacy systems that demand a huge amount of investment simply to stand still and 
overcome the entropy and inertia of complex, bespoke systems, are in a difficult position because 
they are naturally focused on keeping the existing business model and systems operational, 
rather than thinking imaginatively about new innovations that may be possible. This is one of the 
reasons that digital leaders that have already invested in updating core digital systems are in an 
advantageous position to exploit AI technology, because they are much more likely to have 
robust data management systems and modern business processes, where AI can be more easily 
integrated than into complex legacy systems.   
 
Prototyping & Experimentation 
The AI system landscape is quite varied, with some relatively mature AI applications that tend to 
focus on simpler, and very narrow tasks, and cutting-edge technology in areas such as Natural 
Language Processing (NLP) and voice recognition that are much more ambitious in their scale and 
scope. Relatively mature and established AI systems, e.g., simple ChatBots, a/b testing, customer 
propensity models, automated policy management, fraud detection, automated claims 
management and pricing, now cover all aspects of the customer lifecycle from new customer 
acquisition, through to customer renewal [23]. In cutting-edge AI systems, there are ongoing 
developments in the underlying algorithms, new and emerging sources of big data, and novel 
application areas.  Cutting-edge AI is a complex area and one where insurance firms must balance 
the timing of adoption with the associated implementation risks and expected benefits.  
 
Regardless of whether the AI technology is relatively well established or at the digital vanguard, 
insurance firms must have the ability to prototype and experiment with new AI applications, 
often in partnership with technology partners, or through in-house development, to quickly 
assess and evaluate the potential value of AI applications in their own organisational context. All 
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AI technology needs to be configured to work in a unique business context and integrated with 
existing systems to share data and link to the workflow through shared business processes. It is 
therefore a prerequisite of successful AI implementation for insurance firms to have a willingness 
to experiment with AI technology, initially through prototypes before more extensive trials.  
 
 
Digital-Strategic 
 
Modern core Management Information Systems (MIS) 
A lot of attention in AI and insurance is naturally focused on the new AI technologies and high-
profile InsurTech new entrants that are seeking to disrupt insurance markets. For example, 
technology-focused articles explore AI and related digital innovations, e.g., IoT, machine learning, 
and blockchain, and new InsurTech firms such as Lemonade are analysed and presented as 
exemplars of new business models that are based on novel data and AI-technologies, and which 
offer superior performance to incumbent firms in key areas such as cost structure, customer 
experience, risk management and mitigation, and pricing. However, there is a risk that incumbent 
firms and legacy systems are neglected as the novelty of new AI naturally attracts the attention 
of researchers and managers. N.B. The term legacy system here is used to describe existing 
systems, which could impede change because of their poor performance and high maintenance 
costs, and could also enable change by being modern and up to date, and therefore provide a 
building block that facilitates the development of new technology such as AI systems.   
 
Legacy systems are crucial for the operation of existing business models because they represent 
the core systems and processes that define the information blueprint for an insurance firm in 
areas such as policy management, underwriting; and product design and marketing [28]. 
According to recent research by IBM, most investments are concerned with improving existing 
business models, which involves adaptions and extensions to legacy systems. The key point here 
is the strategic role of data in historical insurance business models, which remains the case in AI-
enabled business models. The IBM research identifies the potential of unlocking the value of data 
held in legacy systems, and its importance in developing new AI applications [29].  
 
An important corollary of the importance of data is that incumbent insurance firms must have 
strong and high-performing legacy systems before they can successfully deploy new AI 
applications, otherwise, they lack the essential building blocks of large-scale systems that provide 
access to data, enable data management systems for developing and training new AI 
applications, and more generally, have the digital capabilities for integrating AI into existing 
systems and processes. This concept of Information Systems evolution and stages of growth, 
where progress requires mastery and completion of earlier stages of evolution, is a well-
established theoretical concept with extensive empirical evidence to support its utility [30]. Poor 
quality legacy systems, characterised by unreliability and high maintenance costs, may therefore 
impede an insurance firm from progressing to adopt AI systems. Conversely, up to date and high-
quality core MIS systems are an enabler for new AI systems, because they provide valuable 
historical data, and enable new AI systems to be quickly scaled once they have been successfully 
trialled.  
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Strong technology partnerships with key vendors 
Insurance firms generally partner with InsurTech to gain access to AI technology, because AI is 
changing quickly, and most insurance firms do not have the scale to warrant in-house 
development of core AI technology [31]. The question is not whether to outsource AI systems, 
but rather how best to ‘in-source’ AI systems. There is also the competitive pressure to adopt AI 
technologies quickly, across a broad front of AI application areas in the customer lifecycle [32]. 
Incumbent firms are therefore much more likely to use their in-house AI expertise to manage the 
integration of external technology, and to focus their resources on AI trials and experiments, and 
the rapid growth of the most promising AI applications, which typically go hand in hand with the 
creation of new business models, or adaptations to existing business models. There is a 
consensus that AI applications are needed to maintain competitiveness with other insurance 
carriers, and to respond to new entrants.   
 
Access to relevant big data 
There are two categories of big data that are relevant in the insurance industry [33][34]. These 
are traditional insurance data sources and new digital sources of data, typically from new forms 
of technology and applications. The Geneva Association research identified the typical data 
sources for each category [34] , which was used as the basis for further development by EIOPA 
in its thematic review of big data in European insurance [33].  
 
Traditional data sources are medical, demographic, exposure, simple behavioural data types, loss 
data, population data, natural hazard statistics and ‘other’, which includes customer financial 
data and data from economic partners in the insurance value chain. Traditional in this context 
means those data that have always been available to insurance firms. The data can typically be 
collected through simple forms, whether electronic or not, and the data on a per customer basis 
could therefore be described as ‘small’ data, though in aggregate, with millions of customers, is 
extremely valuable. This type of data is also static from year to year and only changes when a 
major event or significant change occurs such as a new medical condition, an accident, a new 
policy, or changes to behaviour such as stopping smoking.  
 
New forms of big data include Internet of Things (IoT) data from car telematics or watches, 
clickstream data, customer interaction information from voice or online communication between 
insurance firms and customers, detailed spending patterns from online bank data, and image 
information from customers. This data is characterised as ‘big data’ because it has volume and 
variety, and is inherently dynamic and therefore has velocity [35]. For example, consider GPS 
data used in behavioural insurance [36]. This changes on a second-by-second basis, and provides 
rich, dynamic insights into customer driving behaviour [37]. Contrast this with the historically 
crude estimate of a driver’s skill from estimated annual mileage and a simple no claims 
calculation to estimate historical risk.  
 
AI systems require access to relevant big data, whether this is from existing core MIS, which may 
contain valuable and insightful information and insights into claims and loss correlations with 
customer segments, or from dynamic GPS, IoT and behavioural health statistics. Insurance 
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carriers therefore have an inherent advantage in mature markets though new entrants can take 
advantage of market discontinuities caused by new kinds of digital technology. In behavioural 
health and driving insurance, historical data has limited value compared to the dynamic feed of 
real-time information about customers.   
 
Ethical and regulatory guidelines  
AI systems are assumed to be endowed with some type of intelligence and decision-making, and 
where these decisions affect people’s lives there are important ethical issues that need to be 
considered  [38]. The topic has therefore attracted attention from consultancy firms [39], 
professional bodies [40], academics [41], government bodies [42] and industry regulators [12]. 
The nature of automated decision-making in insurance supported by AI technologies makes it a 
sensitive topic regarding ethical and data privacy issues such as transparency, algorithmic bias, 
GDPR, fairness of algorithms, use of private data, and exclusion from insurance markets because 
of high-risk evaluations [22].  
 
The European Insurance & Occupational Pensions Authority (EIOPA) has proposed a set of 
guidelines expressed in the form of six key principles to regulate the use of AI in the insurance 
industry: proportionality; fairness and non-discrimination; transparency and explainability; 
human oversight; data governance of record keeping; robustness and performance.  
 
The argument for including ethics and regulatory compliance as a CSF is that insurance firms 
should ensure that their AI systems comply with industry standards and regulatory guidelines 
because otherwise their decision-making is open to attack by competitors, customers and 
regulators. In this manner, it is a pre-requisite and minimum condition to satisfy. In addition, it 
can be used to enhance the reputation of an insurance firm, and to contribute to the value and 
perception of its brand, i.e., to be seen as a firm that designs trustworthy and ethical AI systems.    
 
Digital platforms for data sharing with economic partners 
Data sharing along the insurance value chain [43] is essential to coordinate business processes 
between economic partners. It is the equivalent of data and systems-sharing in manufacturing 
supply chains and there are equivalent arrangements in bank supply chains, e.g., Just-In-Time 
(JIT) cash payments and correspondent banking relationships [44]. Although the term insurance 
value chain is often used, the pattern of inter-relationships between the set of economic partners 
in insurance markets is more accurately described as a market network because it contains 
horizontal relationships as well as vertical relationships. The complex web of relationships 
between customers, primary insurers, reinsurers, third-party claims managers and loss adjustors, 
capital markets, insurance brokers, Managing General Agents (MGA), reinsurance brokers, claims 
data aggregators, commercial risk modelers and external scientific research in specialist areas 
such as climate risk, is more accurately a web or network of relationships [45].  
 
The complexity of data sharing in insurance markets is generated from the range of relationships 
that are possible, a diversity of data types and a high variety of business processes that determine 
the actual purpose and outcome of the data sharing [45].   
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Digital-Tactical 
 
AI specific hardware & software 
AI algorithms have a capability to adapt in the light of new data – this evolutionary pattern, 
sometimes referred to as a learning capability, where the software can be ‘trained’ is what 
distinguishes AI systems from earlier generations of Information Systems, where the underlying 
algorithms such as Materials Requirements Planning (MRP) in a production environment, were 
static. Of course, Information Systems that use static algorithms can adapt and evolve over time, 
but this is through a process of software updates and maintenance, which are instigated by 
programmers and systems developers, who actively design and shape the Information System in 
response to new requirements and changes to the business environment.  
 
An AI systems development team has a dedicated software environment that is focused on AI-
specific algorithms. AI algorithms rely on very large data sets and often have high computational 
requirements, which means that there is a requirement for specialised memory and processors 
that are designed specifically for AI applications. AI-specific processors, memory, storage, and 
networking are likely to form a crucial technical component in advanced AI systems because they 
will enable more ambitious analyses of big data and overcome some of the technical limitations 
associated with compute-bound problems [46]. Companies must therefore develop capabilities 
to manage this new type of IT infrastructure, which will underpin all AI systems development and 
applications. 
 
Technical AI capabilities 
Three key technical capabilities are outlined, which are required to implement AI systems in 
insurance: AI software development & configuration; data science; and analytics.  
 
Software development and configuration is an integral component to all software projects. For 
in-house development of AI systems, there is a software development process, and for standard 
packages, most of the effort from internal staff is in the configuration process of the software 
package. The nature of AI systems in insurance is that it they are at a relatively early stage of 
development, and although standard processes have been recognised and documented [28] the 
market for standard software packages for a general insurance companies is at an early stage in 
the product development lifecycle and most software vendors focus on a specific set of processes 
rather than attempt to build an enterprise-wide insurance system. This is also true for AI software 
solutions, which focus on specific aspects of the customer journey such as customer acquisition, 
claims management and new product design [32]. Insurance firms must therefore have 
capabilities to acquire and / or work in partnership with Insurtech companies to select, configure 
and implement standard AI software, or develop the algorithms and related IT infrastructure 
themselves.  
Data science is highlighted because of the vital role of big data sets in all kinds of AI systems, both 
in the training and development of new AI algorithms, and then in the ongoing development, 
evolution, and calibration of live AI systems. Data science skills are therefore required in terms 
of specification of the problem and requirements engineering, identifying potential sources of 
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new forms of big data [33] and organising access to relevant data, and then ensuring the accuracy 
and suitability of data in AI systems. The generation of business value is intrinsically linked to 
data, and this is termed analytics.  
 
Analytics is defined as the interpretation of data, and in an AI context, uses AI algorithms to 
analyse large data sets to produce results in application areas such as risk analysis, forecasting 
and prediction, automation of routine administration tasks, and automation of complex 
processes such as claims management. The interpretation of results derived from AI systems may 
be fully automated, i.e., decisions are made by the AI system, or could require involvement from 
humans, e.g., a change in driving behaviour based on an improved understanding of risk from AI-
generated advice from a behavioural insurance product.  
 
Data Management 
Data management has emerged as a separate and distinct discipline in organisations because of 
the importance of data in all aspects of a firm’s operations, regulatory and ethical compliance, 
and for competitive advantage [47]. The pervasive nature of data in a modern organisation has 
led to new requirements for data security, resilience, and data privacy for customers, employees, 
and economic partners [48]. AI systems accentuate the importance of data management because 
of their total reliance on big data throughout their IT lifecycle. A traditional view of business data 
was focused on highly structured, transactional data such as sales, market forecasts, production 
planning and accounting data. AI systems expand the scope of business data to include all 
possible forms of data that could be relevant to improving a firm’s intelligence about its 
competitors, markets, customers and operations, and includes social media data, unstructured 
customer interaction data from ChatBot and email channels, IoT data and clickstream data from 
web servers. This increased scope and level of detail in new forms of data that are used in AI 
systems has several important implications: data management should be recognised as a 
discipline in itself; it requires dedicated organisational resources and attention; data 
management should be set up as a cross-functional resource with a mix of technical and business 
skills to ensure its successful role as an integrating function between specialised technical-
focused department such as AI technology and MIS, and business-focused functions such as 
marketing, product development and sales.  
 
 
 
Conclusions 
 
AI systems need to be placed within a business context that includes organisational, strategic and 
regulatory influences and objectives – see Figure 1. This is important to identify and manage the 
broad range of business and digital Critical Success Factors (CSFs) involved in AI system 
implementation projects. 
 
An organisation must manage both business and digital CSFs to achieve a successful AI system 
implementation. An organisation that is strong in business CSFs and weak in digital factors is likely 
to create an appropriate AI strategy in concept but fail to build a digital AI system. Conversely, an 
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organisation that is strong in digital CSFs and weak in business factors could build the wrong 
solution or fail to create any meaningful business innovation, e.g., by simply replicating legacy 
business processes and models. Weaknesses in business CSFs could also lead to lack of resources 
and commitment, which would result in stalled projects, or a failure to achieve meaningful 
benefits for all the stakeholders.  
 
The CSFs model is a useful framework to facilitate successful AI system implementation by 
helping managers focus on clear, specific factors that must be addressed to increase the 
likelihood of AI project success. By identifying specific business and digital factors, it can be used 
to create an AI agenda to integrate business and digital facets of a business, and to serve as an 
ongoing assessment of progress by measuring an organisation’s performance against each CSF. 
This is useful to identify strengths and weaknesses in an organisation’s AI project, and provides 
an opportunity to remedy areas of weakness before they negatively impinge on an AI project.  
 
The distinction between strategic and tactical factors is of secondary importance compared to 
the business / digital grouping but is nonetheless important in terms of allocating responsibility 
and project resources to an AI project. The strategic / tactical split also makes it clear that AI 
project success requires commitment from senior management to ensure that a high-level vision 
and strong IS infrastructure is in place, as well as managers who are responsible for day to day 
operations, capacity planning, prototyping, software development and data management 
processes.  
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