
 

 

This is the response to the UK National Data Strategy consultation by the TECHNGI research 

project at Loughborough University (https://www.techngi.uk/). TECHNGI stands 

for Technology Driven Next Generation Insurance. We are a cross-disciplinary research 

project investigating the opportunities and challenges for the UK insurance industry arising 

from the application of new AI technologies, including machine learning, distributed ledger, 

automated processing, and the explosion of available data.  

Led by Loughborough University, we bring multiple academic and industry partners together 

and are funded as part of the UK’s Next Generation Services Industrial Challenge. Our goal 

is to connect academia with industry to maintain the UK Insurance sector’s leading position 

as the industry undergoes significant transformation. We aspire to resolve potential 

behavioural and socio-technical barriers in the ongoing adoption of AI technologies.  

Our project is funded by Innovate UK and the Economic and Social Science Research Council 

(grant reference ES/S010416/1). It is part of the £20mn Next Generation Services Research 

Challenge (one of the twenty one research challenges supported by the UK government’s 

Industrial Strategy Challenge Fund  

Our insurance focused research places us in a strong position to provide 

informed comment on a number of the issues raised in this consultation. We have focused in 

our research on the effective employment of data and the application of data technologies to 

improve the international competitiveness and customer outcomes achieved by the UK 

insurance industry. The frameworks of analysis that we have developed are directly relevant 

to the wider goals set out in the consultation: supporting growth and job 

creation; improving the delivery, efficiency and effectiveness of public services; positioning 

the UK as a global leader in the development and application of AI and other data 

technologies; and fully achieving the societal benefits offered by these technologies.   

Our responses highlight the importance of the UK data strategy identifying 

and meeting the requirements for unlocking the value of data across the following distinct but 

interrelated levels;   

1. At the level of individuals as citizens, employees, and customers. A data 

strategy that unlocks the value of data within a trusted and secure data 

regime requires building convenient, transparent data solutions that can be readily 

adopted by individual users.   
2. At the level of organisations, whether these are individual businesses, 

government departments, other public sector organisations or non-profits. 

A data strategy that promotes employment, productivity and competitiveness must 

facilitate the appropriate access to and security of data at the organisational level; 

and ensure the development of the necessary foundation of skills, data 

entrepreneurship and innovation and data infrastructures.  

https://www.ukri.org/innovation/industrial-strategy-challenge-fund/next-generation-services/
https://www.ukri.org/innovation/industrial-strategy-challenge-fund/next-generation-services/


3. At the platform/market level. The exchange of data takes place over platforms and 

in the markets and other interactions that data platforms support. These data 

exchanges are inter-organisational (B2B, G2G, B2G), individual-organisation (C2B, 

C2G) and also international (B2F, G2F, C2F). A data strategy that unlocks the value 

of data across the economy and supports employment, productivity and 

growth must address the needs for co-operation between businesses and between 

business and government to facilitate data exchange, in particular on the key issue 

of developing and adoption of data standards and of the collective governance of 

data at platform and market level.  
4. At the societal level. Government plays a key role, not only as user and generator 

of data (at level 2), but also as regulator, setting the rules and enforcing standards of 

behaviour at individual, organisational and platform/ market level; and also as co-

ordinator, orchestrating and on occasion mandating investments in data 

standards and the development of data platforms with 

appropriate balance between the sometimes conflicting objectives of different 

participants in the data economy.  

 

Q1. To what extent do you agree with the following statement: Taken 
as a whole, the missions and pillars of the National Data Strategy 
focus on the right priorities. Please explain your answer here, 
including any areas you think the government should explore in 
further depth.  

• Strongly disagree  
• Somewhat disagree  
• Neither agree nor disagree  
• Somewhat agree  
• Strongly agree  

  
Somewhat disagree  
  
The statement of Mission 4 “ensuring the security and resilience of the infrastructure 
on which data resides” is too narrow, focussing as it does on 
the technical requirements for managing data at the organisational level (our level 
2) and failing to recognise the closely related technical requirements for data access 
and data security at the individual level (our level 1) and for the sharing and 
exchange of data at the platform/ market level (our level 3). We suggest it should be 
replaced with a broader mission, that of effective governance and regulatory 
oversight of the arrangements for recording, processing, sharing 
and accessing of data, to ensure security of data infrastructures and respect 
for privacy, while also supporting appropriate open access and interoperability 
of the systems for storing and processing data.  
  
We enlarge on this perspective in our responses to subsequent consultation 
questions.  
  

  



Q2. We are interested in examples of how data was or should have 
been used to deliver public benefits during the coronavirus (COVID-
19) pandemic, beyond its use directly in health and social care. 
Please give any examples that you can, including what, if anything, 
central government could do to build or develop them further.  

For question two, we are only looking for examples outside health and 
social care data. Health and social care data will be covered in the 
upcoming Data Strategy for Health and Social Care.  
 
Our research has identified a major gap as actionable data on business revenue and 
costs, especially small businesses, to help target support through periods of reduced 
revenue resulting from public health measures. One theme developed in our project 
is the effective data foundations for new or extended insurance providing pandemic 
cover (whether underwritten by private insurers or by the state). This includes future 
business interruption insurance that provides pandemic coverage (see for 
example https://www.youtube.com/watch?v=Nd5nWbmzNmI&ab_channel=Z%2FYe
nGroup ). With the benefit of hindsight what would have been particularly useful 
was effective data linkage to allow intermediaries (for example BEIS, British 
Business Bank or UK financial institutions distributing government backed loans and 
applying programs of loan forgiveness) to access reliable revenue and cost 
information and from this effectively and efficiently monitor, allocate and distribute 
government support.   
 

Q3. If applicable, please provide any comments about the potential 
impact of the proposals outlined in this consultation may have on 
individuals with a protected characteristic under the Equality Act 
2010?  

  
Q4. We welcome any comments about the potential impact of the 
proposals outlined in this consultation on the UK across all areas, and 
any steps the government should take to ensure that they take 
account of regional inequalities and support the whole of the UK?  

  

Mission one: Unlocking the value of data 
across the economy  

Data is an incredibly valuable resource for businesses and other 
organisations, helping them to deliver better services and operations 
for their users and beneficiaries. However, there is increasing 
evidence to suggest that the full value of data is not being realised 
because vital information is not getting to where it needs to be.  
Our first mission is to create an environment where data is 
appropriately usable, accessible and available across the economy – 
fuelling growth in organisations large and small. We will create a 

https://www.youtube.com/watch?v=Nd5nWbmzNmI&ab_channel=Z%2FYenGroup
https://www.youtube.com/watch?v=Nd5nWbmzNmI&ab_channel=Z%2FYenGroup
https://www.equalityhumanrights.com/en/equality-act/protected-characteristics


clearer policy framework to identify where greater data access and 
availability across and with the economy can and should support 
growth and innovation, in what form, and what government’s role 
should be, in the UK and globally.  
Data availability: For data to have the most effective impact, it needs 
to be appropriately accessible, mobile and re-usable. That means 
encouraging better coordination, access to and sharing of data of 
appropriate quality between organisations in the public sector, 
private sector and third sector, and ensuring appropriate protections 
for the flow of data internationally.  
  
Q5. Which sectors have the most to gain from better data availability? 
Please select all relevant options listed below, which are drawn from 
the Standardised Industry Classification (SIC) codes.  

• Accommodation and Food Service Activities  
• Administrative and Support Service Activities  
• Agriculture, Forestry and Fishing  
• Arts, Entertainment and Recreation  
• Central/Local Government inc. Defence*  
• Charity or Non Profit*  
• Construction*  
• Education  
• Electricity, Gas, Steam and Air Conditioning Supply  
• Financial and Insurance Activities*  
• Human Health and Social Work Activities  
• Information and Communication  
• Manufacturing*  
• Mining and Quarrying  
• Transportation and Storage*  
• Water Supply; Sewerage, Waste Management and 
Remediation Activities  
• Wholesale and Retail Trade; Repair Of Motor 
Vehicles and Motorcycles*  
• Professional, Scientific and Technical Activities*  
• Real Estate Activities*  
• Other  

  
While offering a response to this question, we question whether an analysis based 
on SIC classification is the most sensible way to assess the priorities for 
developing the UK data strategy, either at the organisational or platform/ market 
level.   
Three points are of relevance here:  

https://onsdigital.github.io/dp-classification-tools/standard-industrial-classification/ONS_SIC_hierarchy_view.html


• Our work on insurance and more generally on supply chain and 
trade finance highlights the key role that data (particularly IoT, components 
and raw materials, and post-sale service data), especially where it is 
possible share data in a useable standardised form, can play in the supply 
of finance; in particular easing constraints that limit smaller 
business access to external finance and insurance. These links are 
inherently cross sectoral.  
• Our work on innovation and startups and the supporting 
literature on which we have built (see e.g. Delgado, M., and Mills, K. G. 
(2020). The supply chain economy: A new industry categorization for 
understanding innovation in services. Research Policy, 49(8), 104039–
20. http://doi.org/10.1016/j.respol.2020.104039), reveals the constantly 
changing boundaries between industries. There are 
therefore inherent risks in relying on pre-defined SIC codes. A prominent 
example in insurance is the shift of car manufacturers into providing the in 
car data tracking and from this the associated insurance against 
both mechanical failure and accidents.  
• The key role of platforms in data exchange, whether these are ‘big 
tech’ (Amazon, Alphabet and others), membership arrangements 
between companies (the Lloyd’s insurance market which is a focus our 
research is a prominent example), or proprietary (for 
example those provided by large companies to support their supply 
chains). Successful data platforms are all collaborations 
between companies (sometimes on an equal basis, sometimes with a 
dominant partner). Competition now takes place between networks of 
firms, implying that data strategy cannot just look at individual firms or 

even individual sectors.  
  
 

Q6. What role do you think central government should have 
in enabling better availability of data across the wider economy?  
  
This is critical. Central government and also regulators have a key role to play in co-
ordination of data standards and data practice.   
  
Past work at Loughborough on data standards in global financial 
markets http://www.financialstandards.lboro.ac.uk/  and on the development of the 
Global LEI (legal entity 
identifier https://repository.lboro.ac.uk/articles/The_global_legal_entity_identifier_syst
em_How_can_it_deliver_/9502670 ) illustrates both the challenge of first developing 
and then equally importantly promoting the adoption of data standards. Particularly 
important are identifiers (or as a substitute standard methods of data linkage) such 
as the global LEI now widely used in capital markets which allow the connection of 
disparate data sets. Private incentives are insufficient for the development and 
adoption of standards and identifiers. Government has a key role to play here in 
promoting societal goals.   
  
One example, a valuable tool to promote the widespread adoption of data 
standards that in turn increase the value of data is agreement across 

http://doi.org/10.1016/j.respol.2020.104039
http://www.financialstandards.lboro.ac.uk/
https://repository.lboro.ac.uk/articles/The_global_legal_entity_identifier_system_How_can_it_deliver_/9502670
https://repository.lboro.ac.uk/articles/The_global_legal_entity_identifier_system_How_can_it_deliver_/9502670


government and public sector bodies on key standards and identifiers required for 
exchange of data with government and government services.   
  
Another is developing common standards and interoperable processes to facilitate 
data exchange between government data systems (for example health and 
social data) not only achieving the goals of efficiency and service quality from the 
shift to e-government; but also creating the opportunity for providing appropriately 
permissioned data access that can support private sector services such as 
insurance.   
  
A broader government role is intervening to counterbalance individual and business 
incentives in relation to data access and data standards, especially in relation 
to bigtech. This is not so much regulation of markets, but rather regulation of “data 
flow and data usage” and in particular of the governance of arrangements 
for recording, processing, sharing and accessing of data. When this governance is 
left to individual organisations or to shared platforms the outcome may fall short 
of the openness and interoperability required for fully unlocking the value of data at 
societal level.   

  
Q6a. How should this role vary across sectors and applications?  
Data foundations: The true value of data can only be fully realised 
when it is fit for purpose, recorded in standardised formats on modern, 
future-proof systems and held in a condition that means it is findable, 
accessible, interoperable and reusable. By improving the quality of the 
data we are using, we can use it more effectively, and drive better 
insights and outcomes from its use.  
  
Our succinct answer: this role should not vary across sectors and applications. 
These are common problems that require a common approach. There will be 
variation across sectors and applications in outcomes, but these outcomes should 
still be assessed on the same dimensions, for example there may differences 
between sectors or applications (how open to access is this 
data?) but the assessment of the outcome is made on the same 
criteria (balancing openness against other goals of security and privacy).   

  
Q7. To what extent do you agree with the following statement: The 
government has a role in supporting data foundations in the wider 
economy. Please explain your answer. If applicable, please indicate 
what you think the government’s enhanced role should be.  

• Strongly disagree  
• Somewhat disagree  
• Neither agree nor disagree  
• Somewhat agree  
• Strongly agree  

  
Strongly agree.   



  
The reasons are developed more fully in our general introduction to our response 
and in our answers to other questions. From these we would highlight  
  

• The role of government at the highest ‘level 4’ of our hierarchy 
of requirements for unlocking the value of data. 
• Also the role of the legislature and central government in developing 
the appropriate legal framework, especially with the advance of the cloud 
where physical location is much less material than it once was.  

  

Q8. What could central government do beyond existing schemes to 
tackle the particular barriers that small and medium-sized enterprises 
(SMEs) face in using data effectively? 
  
The Smart Data Review in 2019 consulted on ways to make evolving 
schemes more coordinated across banking, finance, telecoms and 
energy. The focus of Smart Data is citizens asking their providers to 
share information about them with third parties.  
 

 Our analysis supports three relevant comments (findings that emerge not just from 

our own project but from the broader NGS challenge):  
  

1. We find it important to distinguish “knowledge intensive technology 
orientated SMEs, especially amongst recent startups, from lower tech 
SMEs, whose needs are very different. For lower tech firms the major 
issues are around transparency of their own business and operations, to 
facilitate access to external services such as finance and insurance (see 
our pandemic insurance example developed in relation to Covid-19 
question). This can be supported by the extension of developments on the 
sharing of citizen data (the Smart Data Review) to cover also SME data.  

  
2. For technology orientated SMEs also critical is the setting 
and adoption of common data standards and a data strategy based on a 
presumption in favour of open data (for example as in open 
banking) where this is consistent with privacy and security. This is 
especially important for reducing the entry barriers that limit the 
ability of some SMEs to compete with larger established firms.  

  
3. Another critical issue for SMEs is cheap broadband, in order for them 
to avail themselves of innovative cyber security, virtual machines, access 
to apps and other forms of technological support (another illustration of the 
importance of data platforms).  

  

  
Q9. Beyond existing Smart Data plans, what, if any, further work do 
you think should be done to ensure that consumers’ data is put to 
work for them?  
 

https://www.gov.uk/government/consultations/smart-data-putting-consumers-in-control-of-their-data-and-enabling-innovation


We fully endorse the findings of the Smart Data Review and the related work on 
open banking and other forms of open finance. One area, of particular relevance to 
insurance, that we think requires further attention is the ability to seamlessly link 
different forms of personal data, whether on banking and investments, social 
media, employment, or on property and other physical assets. Subject to appropriate 
protections consumers should be able to share such data across sectors.   
We similarly emphasise the need for seamless sharing of SME data to support 
access to financial, insurance and other services. 
  
 

Mission two: Maintaining a pro-growth and 
trusted data regime  

Building on our status as a world leader in technological innovation 
and our robust data protection standards, we will maintain a data 
regime that supports the future objectives of the UK outside of the EU 
and promotes growth and innovation while maintaining public trust. 
This regime will not be overly burdensome for the average company, 
nor will it be unnecessarily complex or vague; it will help innovators 
and entrepreneurs use data legitimately to build and expand their 
businesses, without undue regulatory uncertainty or risk at both the 
domestic and international levels.  
 

To encourage the widespread uptake of digital technologies, we will 
also work with regulators to provide advice and support to small- and 
medium-sized businesses to help them expand online, and develop 
sector specific guidance and co-regulatory tools to accelerate 
digitisation across the UK economy.  
 

Q10. How can the UK’s data protection framework remain fit for 
purpose in an increasingly digital and data driven age?  
 

In section 7.1.2 we lay out the functions of the Centre for Data Ethics 
and Innovation (CDEI), set up in 2018 to advise the Government on 
the use of data-driven technologies and AI.  
 
A key issue here is to ensure that the data protection framework is not static but 
evolves to meeting changes in customer’s expectations and needs; and also adapts 
to ensure appropriate data protection in new platforms of data exchange without 
inhibiting their development.   
The current GDPR protections focus on and generally protects the interests of 
individuals when divulging or sharing data. But there is a danger of inflexibility. Going 
forward it will be critical to have process for continual updating of data 
protection not be satisfied with a checklist.  
One important objective in supporting the value of data form the UK data strategy 
is ensuring that data protection is not over-burdensome. Customer trust 



and positive experience are critical for successful innovation in data technologies. 
Data on its own is not inherently valuable. Value is unlocked only 
through adoption, in turn leading to improved 
services or enhanced supporting analytics. Rules of access are a starting point 
but adoption and the subsequent exchange of data and creation of value depend on 
much more, on offering straightforward accessibility, rewarding user 
experience, and transparent processes with appropriate user control. This in turn 
supports the critical mass of adoption which leads to significant value creation across 
the entire chain of data processing.  
Lessons here can be drawn from the successful platform development, especially in 
internet commerce. The successful platforms, those that attract large scale usage, 
are characterised by their ease of use. Data protection in these platforms, especially 
in relation to those of bigtech, has come as something of an afterthought. But the 
network effects that are so important in platform interaction and in the continuing 
growing importance of data platforms in government, business and social 
interactions, mean ensuring appropriate data protection that does not discourage 
platform interactions.  
There are further issues highlighted in our research that will also need attention.  
In insurance for example, companies benefit from collecting data from an interaction, 
but consumer is not aware, not just about permission to share, it is also making 
consumer aware of what data about them is being collected, monitored and used in 
business decision making.  
Also, more can be made to support the opportunities for selective and transaction 
specific of time limited sharing. Not necessarily a permanent divulgence of data 
(a “data passport”), but rather granting of permission in a federated arrangements 
that allows permission to be subsequently turned off. ("one-time” sharing)  
Finally protected characteristics are based on history, but these characteristics may 
change over time e.g. behavioural car insurance, risks of bias are shifting, again 
requiring a flexibility of approach.  
  

Q11. To what extent do you agree with the functions set out for the 
Centre for Data Ethics and Innovation (CDEI) - AI monitoring, 
partnership working and piloting and testing potential interventions in 
the tech landscape? Please explain your answer.  

• Strongly disagree  
• Somewhat disagree  
• Neither agree nor disagree  
• Somewhat agree  
• Strongly agree  

  
Somewhat agree  

  
A broad point emerging from our work is the challenge of precisely defining the 
problems of responsibility, trust and ethical in AI and other data technologies. While 
the concerns are well understood in a general sense, identifying and developing 
practical solutions means these have to be examined in specific contexts and from a 
variety of perspectives. Most of what is written in this area is not yet developed to the 
point where it can support practical and effective solutions.  



Clarity in these debates (on responsible, ethical and trustworthy practice) has 
been lost by presenting issues such as fairness, transparency, trust, security, etc. as 
single-dimension issues. Many of these principles are not primarily “issues of 
data” or “issues of data technologies” such as AI per se, but rather issues of the 
systems that are built upon such data sources, and wider behaviours of businesses, 
industries and societal bodies.   
While data-oriented governance mechanisms will play a part in the solution, these 
must be shaped by a conscious understanding of context, and a deliberate and 
conscious design for how we wish businesses, industries and societal bodies to 
behave and extract value from data-enabled 
systems. It would therefore be beneficial for the data strategy to separate out ‘what it 
means’ across each key dimension in this debate, rather than sticking to broad 
thematic areas.   
Consider, for example, the fairness of a centralised government data platform; 
(a) does the platform process the information in a fair manner; or (b) is the process 
by which the platform was created fair; or (c) does the data platform interact with 
members of the public in a fair way, or (d) are the governance structures that 
oversaw the creation and manage the platform fair; or that (e) the purpose and goals 
of the data platform are morally just and fair? Each of these dimensions requires a 
different set of debates and solutions.  
  
From this we suggest that while CDEI is the appropriate UK body 
for overview of data ethics and innovation, a good deal more thinking is appropriate 
about exactly how this responsibility is carried out. Framing     
their responsibilities as AI monitoring, partnership working and piloting and testing 
potential interventions in the tech landscape seems appropriate (though we would 
highlight the need to focus on AI and other technologies in context). They are well 
placed to address questions ethical design, tailored to particular business, 
industry and operational situations.   
They will though rarely in the position to mandate or design solutions. The 
CDEI, by monitoring the impact of AI at a socio-political level (concerning itself with 
whether the use of AI is meeting the strategic direction of government and the needs 
of society), is best placed to coordinate the efforts of individual industries and take 
the cross-industry view missed by most traditional regulatory bodies. It can explore 
how networks of companies, across industries, are collaborating in ways previously 
unseen, review protections and ethical use of data in data platforms, and act as 
the body with the principal responsibility for addressing the industrial stovepipes of 
existing regulation, and as a statutory coordinator of the ‘bigger picture’ across 
regulators.  

  
Q11a. How would a change to statutory status support the CDEI to 
deliver its remit?  
 
It is unclear to us whether this is needed. Does the CDEI need statutory powers 
itself, or instead should it focus on overseeing the appropriateness and use of 
statutory powers by other regulatory bodies?  
We say this because effective regulatory intervention needs to be based on detailed 
industry knowledge. Taking the case of insurance and other financial services where 
our work is focused, the principal regulators are the FCA and the PRA and also the 



CMA. Rather than give the CDEI statutory powers over financial services, it might 
be better to give the CDEI the role of ensuring that these regulators have appropriate 
statutory objectives and powers to address problems of data ethics and appropriate 
use of information and are able intervene with firms, markets or industries to achieve 
desired outcomes. 
 

Mission three: Transforming government’s 
use of data to drive efficiency and improve 
public services  

There is massive untapped potential in the way the government uses 
data. We will implement major and radical changes in the way that the 
government uses data to drive innovation and productivity across the 
UK. In doing so, we will improve the delivery of public services, as well 
as our ability to measure the impact of policies and programmes, and 
to ensure resources are used effectively.  
To succeed, we need a whole-government approach led by a 
Government Chief Data Officer from the centre in strong partnership 
with organisations. We need to transform the way data is collected, 
managed, used and shared across government, including with the 
wider public sector, and create joined-up and interoperable data 
infrastructure. We need the right skills and leadership to understand 
and unlock the potential of data – and we need to do so in a way that 
both incentivises organisations to do the right thing, as well as build in 
the right controls to drive standardisation, consistency and appropriate 
data use.  
The government is going to set an ambitious package of work in this 
space and wants to understand where we can have the biggest 
impact.  
 

Q12. We have identified five broad areas of work as part of our 
mission for enabling better use of data across government:  

• Quality, availability and access  
• Standards and assurance  
• Capability, leadership and culture  
• Accountability and productivity  
• Ethics and public trust  

We want to hear your views on any actions you think will have the 
biggest impact for transforming government’s use of data.  
  
 
We welcome these initiatives to enable better use of data across government. Our 
research does not offer any major new insights on these efforts, but we would 



emphasise the key role of government as a catalyst for broader data-transformation. 
Developing the critical mass of usage for a data platform/ standard requires early 
adoption by key users, of which the most important is government. Government 
standardisation in such areas as taxation, social security, health, property, motor 
cars, promotes wider adoption of data technologies. While the UK 
is now actively pursuing improved used of data within government, we also 
urge improving experience for citizens and users of government data, drawing 
lessons from the experience of other leading jurisdictions with joined up e-
government, such as Estonia. 
     

Q13. The Data Standards Authority is working with a range of public 
sector and external organisations to create a pipeline of data 
standards and standard practices that should be adopted. We 
welcome your views on standards that should be prioritised, building 
on the standards which have already been recommended.  

  

A significant amount of research at Loughborough has been focused on data and 
data standards, both in insurance and in other financial and non-
financial services. This work highlights the challenge of standards adoption (see in 
particular http://www.financialstandards.lboro.ac.uk/ ).   From this we would 
recommend including some prioritisation of standards for data shared between 
government and other sectors. This is not only because of the benefits to 
government (for example in procurement) but also because of the key role of 
government as a lead adopter of data standards. The promotion of data standards 
across the entirety of the UK economy and society will be facilitated by standards 
adoption in every aspect of government sector interaction, both B2G and C2G.    
More specifically, as a key part of the UK data strategy, we would recommend the 
prioritisation of setting data standards for all aspects of regulation and oversight 
of non-government entities. Such regulatory data standards need to be established 
through consultation and dialogue with the regulated entities themselves as well as 
with trade bodies and other stakeholders (we have a forthcoming research paper on 
this issue). They need to take account of the ongoing adoption of data technologies 
and digital transformation of business and third sector activities. 
 
 

  

http://www.financialstandards.lboro.ac.uk/


Mission four: Ensuring the security and 
resilience of the infrastructure on which data 
relies  

In the UK, the government already imposes safeguards and 
enforcement regimes to ensure that our data is handled responsibly. 
But we will also take a greater responsibility for ensuring that data is 
sufficiently protected when in transit, or when stored in external data 
centres.  
The government will determine the scale and nature of risks and the 
appropriate response, accounting for emerging trends in the market 
landscape. We will also determine whether current arrangements for 
managing data security risks are sufficient to protect the UK from 
threats that counter our missions for data to be a force for good. And 
we will consider the sustainability of data use, exploring inefficiencies 
in stored and processed data, and other carbon-inefficient processes.  
The infrastructure on which data relies is the virtual or physical 
data infrastructure, systems and services that store, process and 
transfer data . This includes data centres (that provide the physical 
space to store data), peering and transit infrastructure (that enable the 
exchange of data), and cloud computing that provides virtualised 
computing resources (for example servers, software, databases, data 
analytics) that are accessed remotely.  
 

  
Q14. What responsibilities and requirements should be placed on 
virtual or physical data infrastructure service providers to provide data 
security, continuity and resilience of service supply?  
  
  
  
In line with our response to Q1, we here reinterpret “data infrastructures” more 
broadly to include all the arrangements for effective governance and regulatory 
oversight of the arrangements for recording, processing, sharing and accessing of 
data, to ensure security of data infrastructures and respect for privacy, while 
also supporting appropriate open access and interoperability of the systems for 
storing and processing data.  
  
In justification of this broader perspective, we point out that a similarly 
wider useage of “infrastructure” is preferred in the literature on disaster response, 
where “spatial data infrastructure” that govern all the relevant hazard, exposure and 
vulnerability data (eg on the footprint of the hazard and of the location of and impact 
on the affected population) refers as we do to the all the systems of governing data, 
not just the technical systems for used for recording, processing and sharing data. 



Unless actionable data can be accessed and utilised, however securely it is held, it is 
not fit for purpose.  
  
As an example we point to the continuing fragmentation of identity solutions in the 
UK, and the need for the UK data strategy to ensure the secure sharing and 
interlinkage of identity solutions developed in different contexts, for the identity of 
both individuals (natural persons) and entities (legal persons), which impedes the 
unlocking of value from data. Advertisers know more about our identities than 
government. The various government and private based identity solutions need to 
interact adequately. This we view as an infrastructure challenge in our broader 
interpretation.  

  
Q14a. How do clients assess the robustness of security protocols 
when choosing data infrastructure services? How do they ensure that 
providers are keeping up with those protocols during their contract?  
  
From this broader perspective, the focus on the narrow definition of infrastructure 
restricted to technical solutions for recording, processing and sharing data bring with 
it the anger of too much focus on the harms such as breaches of security. We would 
want to ensure that the technical solutions development to support robustness of 
data systems also support other objectives such as auditability, ability to rectify and 
correct data, and transparency of data. Looking at technical infrastructure in isolation 
may unintentionally damage other objectives or get tradeoffs wrong.   

  
Q15. Demand for external data storage and processing services is 
growing. In order to maintain high standards of security and resilience 
for the infrastructure on which data use relies, what should be 
the respective roles of government, data service providers, their 
supply chain and their clients? 
 

No response.  
 

  
Q16. What are the most important risk factors in managing the 
security and resilience of the infrastructure on which data use relies? 
For example, the physical security of sites, the geographic location 
where data is stored, the diversity and actors in the market and supply 
chains, or other factors. 
 

No response.  
  
Q17. Do you agree that the government should play a greater role in 
ensuring that data does not negatively contribute to carbon usage? 
Please explain your answer. If applicable, please indicate how the 



government can effectively ensure that data does not negatively 
contribute to carbon usage.  

• Strongly disagree  
• Somewhat disagree  
• Neither agree nor disagree  
• Somewhat agree  
• Strongly agree 

 

No response.  
  
 
 

Mission five: Championing the international 
flow of data  

In our hyper-connected world, the ability to exchange data securely 
across borders is essential.  
As the UK leaves the EU, we have the opportunity to develop a new 
UK capability that delivers new and innovative mechanisms for 
international data transfers.  
Using our reputation as a world leader in digital, a champion of free 
trade and the rules-based international system, and an engaged, rule-
abiding member of the global community, we will build trust in data’s 
use, creating the regimes, approaches and tools to ensure personal 
data is appropriately safeguarded as it moves across borders. We will 
also facilitate cross-border data flows by removing unnecessary 
barriers to international data transfers that promote growth and 
innovation. And we will seek to promote data standards, data 
interoperability, and UK values internationally.  
 

Q18. How can the UK improve on current international transfer 
mechanisms, while ensuring that the personal data of UK citizens is 
appropriately safeguarded?  
  
 
We understand the need for supporting the safe international exchange of personal 
data.   

 

We are concerned whether enough attention has been paid to the International flow 
of other data that are crucial for the B2B markets. Close attention to the views of the 
industry e.g. in insurance the Lloyd’s market and the association of British Insurers 
will therefore be appropriate. While not directly the subject of our own research, we 
believe similar requirements for facilitating international flow of B2B data will apply to 



the other international service industries which play such a prominent role in the UK 
economy.  
  
We will seek EU ‘data adequacy’ to maintain the free flow of personal data from the 
EEA and we will pursue UK ‘data adequacy’ with global partners to promote the free 
flow of data to and from the UK and ensure it will be properly protected.  

 

Q19. What are your views on future UK data adequacy arrangements 
(e.g. which countries are priorities) and how can the UK work with 
stakeholders to ensure the best possible outcome for the UK?  
 

No response. 


