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Executive Summary 
 

Overview: We have reviewed the application of technology to support automated regulatory 
compliance (RegTech) in banking and capital markets and investigated the opportunities for 
similar application of RegTech in insurance. This whitepaper compiles our key insights and 
principal supporting evidence. It is aimed especially at practitioners in the insurance industry 
and the public sector who are not specialists in RegTech and would like to understand what 
lessons RegTech in banking and capital markets offers for application in insurance. 

Analysis: Our analysis is conceptual and, using available secondary sources, empirical. We 
conducted an extensive review of literature on RegTech and its practical application. We 
attended industry conferences on RegTech. We examined specific areas of opportunity for 
the application of RegTech in insurance. We also looked in detail at existing compliance 
challenges and barriers to the adoption of RegTech in banking and capital markets and the 
lessons that can be drawn here to support adoption in insurance. 

Insights: We obtained four principal insights from our investigations: 

1. There has been extensive discussion of the application of RegTech in banking and 
capital markets in recent years. The development of RegTech in insurance, however, 
is still well behind that in banking and capital markets (approx. 2 years behind). This is 
though also an opportunity: lessons may be drawn from experience in banking and 
capital markets for insurance application. 

2. We identify six promising areas of RegTech application in compliance with insurance 
regulation, specifically: Know Your Customer, the reporting responsibilities under 

 
1 Lead author, School of Business and Economics, Loughborough University. Email: a.k.l.milne@lboro.ac.uk 
2 University of Reading and Queen Mary London Centre for Commercial Law Studies 
3 Loughborough University 
4 This paper is an output of the Technology and Next Generation Insurance Services TECHNGI 
www.techngi.uk) investigating the opportunities and challenges for the UK insurance industry arising from 
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Anti-money Laundering legislation, Customer Protection, Data Protection, Financial 
Risks and Financial Soundness, and Organisational Awareness. 

3. We have observed promising early application of machine learning, natural language 
processing, and distributed ledger technologies in some of these areas; however, 
broadly the ability of such technologies to solve firm’s regulatory compliance aches 
and pains depends on overcoming three overarching barriers. 

o First, the inaccessibility of data (internally) continues to be an issue for many 
firms. Consequently, data management is perceived to be a significant barrier 
to an improved compliance regime. There needs to be a change in how firms 
look at data before a firm’s approach to regulatory compliance can be fully 
transformed.  

o Second, there is a significant challenge involved in restating regulations in a 
precise and standard way, so that compliance can be automated across firms 
using common processing solutions. The way regulation is expressed is limiting 
firms’ ability to convert regulation into code and improve the efficiency of 
regulatory reporting.  

o Third, regulation itself is a barrier to an effective and efficient regulatory 
compliance regime. Regulatory restrictions on data sharing limit the 
effectiveness of automated solutions for Know Your Customer and Anti-money 
Laundering compliance. The appropriate relaxation of data sharing restrictions 
could support: (a) rapid identification and verification of customer risks and 
thus onboarding; and (b) improved monitoring of anti-money laundering 
systems as money launderers move across borders, across financial 
institutions, and across legal entities through various financial products to 
obscure the illicit sources of their funds.  

 
4. Exploiting the opportunities in RegTech requires an industry wide approach. Firms and 

regulators need to have an integrated regulatory, data and technology strategy to 
successfully transform regulatory compliance. This will require a change from 
conventional approaches to regulation, with regulators, firms and vendors 
collaborating and working closely with each other in order to break down the barriers 
to the adoption of RegTech. RegTech is the goal or outcome not the driver of change. 

  



3 
 

Table of Contents 

EXECUTIVE SUMMARY 1 

1. INTRODUCTION 4 

2. THE CASE FOR REGTECH 4 

3. THE OPPORTUNITIES FOR REGTECH IN INSURANCE 6 

Know Your Customer 8 

Anti-money Laundering 9 

Client/Customer Protection 10 

Data Protection 11 

Financial Risks and Financial Soundness 12 

Organisational Awareness 14 

4. LESSONS FOR REGTECH FROM BANKING AND CAPITAL MARKETS 14 

Data management and other organisational barriers 15 

The need for evolution in regulations themselves 16 

Industry and strategic barriers 18 

5. CONCLUSIONS: HOW TO OBTAIN THE VALUE OF REGTECH IN INSURANCE 19 

APPENDIX A: OECD TAXONOMY OF REGULATORY COSTS 21 

APPENDIX B: STAGES IN THE AML PROCESS WHERE FIRMS ARE APPLYING OR 
EXPERIMENTING WITH NEW ANALYTICAL TECHNIQUES 22 

APPENDIX C: TOTAL SARS BY INDUSTRY SECTOR (2017-2018) 23 

 

  



4 
 

1. Introduction 
This report considers the potential for using data technologies, including the various forms of 
artificial intelligence (AI), to support automated compliance with insurance regulations. 
Automated regulatory compliance, employing a range of technologies collectively described 
as regulatory technology, or “RegTech”, is attracting increasing attention.5 To date most 
initiatives have been about the application of RegTech in banking capital markets and asset 
management. 

There is substantial potential for the insurance industry to learn lessons from this experience 
of the deployment of data technologies in regulatory compliance and supervision in banking 
and capital markets. In this report, we will study the potential adoption of RegTech in 
insurance. We draw on the experience of banking and capital markets to examine the barriers 
and enablers to the adoption of RegTech in automating regulatory compliance. We assess the 
benefits of RegTech in insurance over the next decade or more; and against this backdrop 
identify some of the most promising first opportunities to the adoption of RegTech in 
insurance. 

The report is structured as follows. Section 2 discusses the case for RegTech in a firm’s 
regulatory compliance operations. Section 3 investigates the opportunities for RegTech in 
compliance with insurance regulation. Section 4 examines the lessons from the application of 
RegTech in banking and capital markets. Section 5 concludes with a discuss of how to best 
obtain the value from applying RegTech in insurance. 

 

2. The Case for RegTech 
Compliance with regulatory requirements on financial services firms such as Know Your 
Customer (KYC), Anti-Money Laundering (AML), Customer Protection/Data Protection, and 
Financial Risk Management is increasingly challenging.6 Firms have to be more transparent 
than ever, comply with complex new rules and implement expensive regulatory requirements 
without deriving any competitive benefits from doing so. All this is being undertaken in the 
context of an ever-increasing volume of regulatory requirements, documents and initiatives 
applied to financial services firms.7 

 
5 Financial Conduct Authority (2015). Call for Input: Supporting the development and adoption of RegTech. 
https://www.fca.org.uk/publication/call-for-input/regtech-call-for-input.pdf; Financial Conduct Authority 
(2017). Digital regulatory reporting. https://www.fca.org.uk/digital-regulatory-reporting; The Bank of England 
(2019). New economy, new finance, new Bank, page 9-10. https://www.bankofengland.co.uk/-
/media/boe/files/report/2019/response-to-the-future-of-finance-report.pdf 
6 Arner, D., Barberis, J. and Buckley, R. (2016). Fintech, RegTech and the Reconceptualization of Financial 
Regulation. Northwestern Journal of International Law and Business. 
https://scholarlycommons.law.northwestern.edu/cgi/viewcontent.cgi?article=1817&context=njilb  
7 The 2009 Pittsburgh declaration of the G20 announced an ambitious action plan for strengthening financial 
regulation. While the detail of these regulatory reform has now been worked through (e.g. the Basel III  
international regulatory framework for banks https://www.bis.org/bcbs/basel3.htm), a great deal still remains 
to be done on implementation, jurisdiction by jurisdiction (Financial Stability Board (2019) Implementation and 
Effects of the G20 Financial Regulatory Reforms, 5th Annual Report, 16 October. 
https://www.fsb.org/2019/10/implementation-and-effects-of-the-g20-financial-regulatory-reforms-fifth-
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There are a range of costs and inefficiencies in regulatory compliance (for an analytical 
framework see Appendix A). The rapid developments in data technologies are an opportunity 
for financial services firms to explore new automated processes in regulatory reporting and 
effective management of regulatory change.8 

The potential costs savings are large.  An extensive regular survey of firms in global capital 
markets and banking finds that regulatory compliance absorbs 1-5% of revenue for half of 
firms, 6-10% for one sixth of firms and more than 10% for another sixth of firms.9 Another 
official report finds that 5-10% of annual revenues of global financial services firms are 
absorbed by “regulatory divergence”.10 One estimate suggests that tier one banks are 
spending well in excess of $1bn a year on compliance-related costs (not including the non-
compliance costs e.g. lost revenues).11 Total compliance costs are though much higher than 
this. Globally financial services revenue is around $25 trillion.12 If compliance costs are 
estimated at only 1% of revenue, they amount to $250bn per year. If RegTech solutions could 
reduce this by just 20%, this would be an annual saving of $50bn or $250bn over 5 years.  

Regulatory reporting alone is a significant cost. A European Commission public consultation 
found that regulatory reporting accounted for around 1% of the cost base of 400 surveyed 
firms, of which 17.1% were in banking; 15.9% in insurance; 14.2% in accounting; 83% in 
accounting; 7.9% trade associations; and 7.5% market infrastructures or operators (plus 
another 29.3% of respondents in a range of financial related activities).13 The six leading 
contributions to these costs, according to their survey respondents, were: (i) Too many 
reporting requirements; (ii) Need for additional human resources; (iii) Need to 
introduce/update IT systems; (iv) Unclear/vague requirements; (v) Redundant requirements; 
and (vi) Too many/too frequent amendments. KYC and AML requirements are another major 
burden. 

 
annual-report/. A February 2019 analysis by JWG (https://jwg-it.eu/ready-for-digital-regulation) documents 
some 374 ‘legislative initiatives’ targeted at financial services for implementation by 2021 and predicts a further 
524 regulations that will be implemented after 2021. 
8 Institute of International Finance (2017). Machine Learning: A Revolution in Risk Management and Compliance? 
https://www.iif.com/portals/0/Files/private/32370132_van_liebergen_-
_machine_learning_in_compliance_risk_management.pdf; Colaert, Veerle A. (2018). RegTech as a Response to 
Regulatory Expansion in the Financial Sector. https://ssrn.com/abstract=2677116  or 
http://dx.doi.org/10.2139/ssrn.2677116  
9 Duff and Phelps (2019) Global Regulatory Outlook: Are We There Yet? 
https://www.duffandphelps.com/insights/publications/compliance-and-regulatory-consulting/global-
regulatory-outlook-2019 
10 IFAC-OECD (2018) Regulatory Divergence: Costs, Risks and Impact https://www.ifac.org/knowledge-
gateway/contributing-global-economy/publications/regulatory-divergence-costs-risks-and-impacts 
11 Summerville, M. (2017). Financial Markets: Embracing RegTech. TABB Group. 
12 Business Research Company (2020) Financial Services Global Market Report 
https://www.thebusinessresearchcompany.com/report/financial-services-global-market-report 
13 European Commission (2018). Summary Report of the Public Consultation on the Fitness Check on Supervisory 
Reporting having taken place from 1 December 2017 to 14 March 2018. 
https://ec.europa.eu/info/sites/info/files/2017-supervisory-reporting-requirements-summary-report_en.pdf  
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What about in insurance? While the compliance burden is not as high as for firms in banking 
and capital markets, it is still large.14 The Thomson-Reuters 2019 annual survey of compliance 
officers highlights many specific areas of regulatory concern for the coming year that impact 
on insurers.15 A 2014 report on the UK insurance industry finds that total costs of regulatory 
compliance amounted to 2.2% of revenues, of which 0.7% were the direct costs (fees and 
levies) and the rest the operational costs; while for smaller insurance firms with revenues of 
less than £1million, regulatory costs were 4% of revenue.16 A recent update of this survey 
finds in small firms more than one in every four (26%) full time equivalent staff are employed 
to attend to regulatory requirements with 21% of respondents stating that the operational 
costs of compliance had increased by more than 25% compared to 2016.17 Their analysis also 
finds that direct regulatory costs borne by insurance brokers in the UK are among the highest 
of all the 23 jurisdictions examined. 

While the potential benefits of automating regulatory compliance are large, in insurance and 
in other financial services, pursuing this opportunity will not be straightforward. As we 
explore in the rest of this report, there is no simply direct way to apply advanced automated 
technologies such as AI to regulatory compliance. RegTech firms offer powerful tools, but fully 
applying these tools requires substantial and painstaking work on the formatting and 
accessibility of data and on the expression of regulations in machine readable form. Full 
exploitation of the opportunity of RegTech, and of automated data processing more 
generally, will require developing a stronger “data culture” amongst both firms and regulators 
with accompanying changes to both regulation and operational processes. RegTech is an 
enormous opportunity but it requires much more than just the adoption of ready-made 
RegTech solutions. 

 

3. The opportunities for RegTech in Insurance 
This section reviews the principal opportunities in the insurance industry for using RegTech 
for efficient (low cost, accurate and timely) automated regulatory compliance. The discussion 

 
14 The IFAC-OECD (2018) global survey referred to above suggests that insurance company compliance costs as 
a share of revenues are around one-half those in banking and capital markets. 
15 Thomson Reuters (2019) Cost of Compliance 2019: 10 years of regulatory change 
https://www.risk.net/regulation/6835686/spotlight-analysis-cost-of-compliance-for-firms-in-the-uk-and-
europe This survey does not quantify costs, but the responses highlight eighteen current regulatory initiatives 
of particular current concern to compliance officers, of which ten impact on insurers (California Consumer 
Privacy Act (CCPA), California, United States; Common Reporting Standard (CRS), Global; Financial Action Task 
Force (FATF) Recommendations, Global; FINRA Rule 8210 Request (Information and document request similar 
to SEC subpoena), United States; Foreign Corrupt Practices Act (FCPA), United States; General Data Protection 
Regulation (GDPR), Europe; Insurance Data Security Model Law, United States; Senior Managers and 
Certification Regime (SMCR), United Kingdom; The Cyber Security Law of the People’s Republic of China, China; 
The Fifth Money Laundering Directive (5MLD), Europe; The United States-Mexico-Canada Agreement (USMCA), 
United States, Mexico, Canada)  
16 London Economics (2014) Update of the cost of regulation: report to the British Insurance Brokers Association 
https://londoneconomics.co.uk/wp-content/uploads/2014/05/1197costofregulationreportmay2015.pdf 
17 London Economics (2020) Regulatory cost faced by UK insurance brokers – January 2020. 
https://londoneconomics.co.uk/blog/publication/regulatory-cost-faced-by-uk-insurance-brokers-january-
2020/ 
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draws to an important extent on the experience of applying these technologies in banking 
and capital markets. 

There are many regulatory measures insurance firms must comply with. We distinguish the 
following five main classes: KYC, AML, Customer Protection, Financial Risk Management 
reporting, and Organisational Awareness. We examined some of the most promising 
opportunities for the application of RegTech in each class, as described in Table 1. 

 
Table 1: Potential insurance applications of RegTech 

Application area Summary Assessment 
Know Your Customer 

1. Identification Opportunities for digitisation, potential application 
of distributed ledger technologies although not 
necessarily. 

2. Assessing customer risks Distributed ledger technologies can reduce risk as 
it acts as an immutable assured audit trail of all 
KYC processes. 

Anti-money Laundering 
3. Data sharing Opportunities for application but regulatory 

barriers persist. 
4. Transaction monitoring Many opportunities for the application of machine 

learning systems. However, data sharing barriers 
would frustrate the effectiveness of such systems 

5. SAR construction NLG can be used to automatically generate the 
SAR Narrative. 

Client/Customer Protection 
6. Unfair pricing models Opportunity to enhance explainability of pricing 

models with AI. 
7. Conduct risk Limited application (in the event employees fail to 

follow the rules, having the right technology in 
place is not going to help). 

8. Data privacy Blockchain technology could assist, however, 
digitalisation could possibly amplify the issue. 

Financial Risks and Financial Soundness 
9. Insurer solvency Many opportunities but main concern is the ease 

of access to granular-level information to support 
automated reporting. 

Organisational Awareness 
10. Policy and procedure 

mapping 
Substantial opportunity for RegTech with the 
application of NLP. 

11. Regulatory fragmentation Substantial opportunity for RegTech with the 
application of NLP. 
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Know Your Customer 
KYC (know your customer or know your client) is the process of verifying customer identity 
and assessing customer needs. It is sometimes described using the synonym ‘customer due 
diligence’, for example in the UK 2007 Money Laundering Regulations. KYC is a major issue of 
regulatory compliance. Conduct of business and prudential regulations both require financial 
services firms to have detailed and accurate understanding of their clients. In consequence, 
all regulated firms must have in place effective systems for initial onboarding of customers 
and, in the case of retail customers, ensuring that financial products are suitable for their 
needs.  

The most explicit and prescriptive requirements on KYC processes arise from the application 
to banks and investment firms of Anti Money laundering AML regulations, to prevent both 
hiding the proceeds of crime and terrorist financing (see more detailed discussion below).18 
In the UK general insurers and general insurance brokers are not subject to the same 
requirements, therefore KYC is less prescriptive. They must though still report suspicious 
activity under the Proceeds of Crime Act 2002 and mitigate risks of fraud, data security, 
corruption and breach of sanctions.19 All this therefore still requires general insurers and 
insurance brokers to implement effective KYC systems and controls. 

Opportunities for digitisation of KYC information may be more valuable than the automation 
of the initial process of identifying and verifying customers itself. KYC applies to both existing 
and new customers, which means ongoing monitoring and the time associated with 
refreshing client records can be excessive. This suggests that a key challenge is digitisation of 
KYC data in high quality, structured and granular form to automate the process of updating 
and rechecking of information.  

There may also be opportunities for permissioned sharing of client data between firms, in 
order to reduce the costs of due diligence and avoid repetition of burdensome processes 
across firms during client onboarding. This could, potentially, include the outsourcing of due 
diligence to an industry utility or third-party service provider. There has though to date been 
little in the way of such projects being run to improve KYC processes in financial services.  

Ideal might be offering customers a single portal for KYC compliance, avoiding the need for 
repetition of KYC processes across multiple firms and providing a comprehensive and 
immutable audit trail. Such an outcome could possibly be achieved using distributed ledger 

 
18 For an overview of UK requirements, see Chapter 3 of Financial Conduct Authority (2016) Financial Crime a 
Guide for Firms Part 1: A firm’s guide to preventing financial crime, March, 
https://www.handbook.fca.org.uk/handbook/FC/link/PDF.html?date=2018-12-12. This regime has 
subsequently been updated by The Money Laundering, Terrorist Financing and Transfer of Funds (Information 
on the Payer) Regulations 2017 http://www.legislation.gov.uk/uksi/2017/692/pdfs/uksi_20170692_en.pdf   
19 The Proceeds of Crime Act 2002 requires insurance firms to submit a Suspicious Activity Report to the National 
Crime Agency if they know or suspect that a person is engaged in, or attempting, money laundering. Financial 
Conduct Authority (2016) Financial Crime a Guide for Firms Part 1: A firm’s guide to preventing financial crime 
https://www.handbook.fca.org.uk/handbook/document/fc/FC1_FCA_20160703.pdf?date=2018-12-12 
provides detailed discussion of fraud, data security, bribery and sanctions risks. 
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technologies DLT to support data sharing and hence allow companies to efficiently and quickly 
verify the identity of new customers and assess potential risks in the business relationship.20 

There are though challenging preconditions to such cross-industry solutions. As long as the 
legal obligation for breach of regulations of financial crime rests with individual firms, then 
outsourcing and data sharing is itself a risk. What are the consequences if the data or KYC 
compliance information obtained from third-party or industry platform turns out to be 
unreliable? Moreover, such data sharing requires industry wide digital identity solutions, 
which while becoming more available are still insufficiently developed to support such radical 
mechanisms for reducing the compliance costs of KYC.21 

Anti-money Laundering 
As previously mentioned, AML rules do not apply directly to insurers, but the Proceeds of 
Crime Act 2002 does, meaning insurers are required to submit ‘suspicious activity reports’ (or 
SARs) when potential laundering activity is identified. Also, AML rules differ from jurisdiction 
to jurisdiction, so insurers have further AML reporting requirements in other jurisdictions. 

Implementing effective AML control is critical for any financial company. However, the need 
to improve AML analyst productivity is hampered by the data limitations and outdated legacy 
systems leading to an overload of false positives being generated.22 This has led to skilled 
analysts being burdened with low-skilled tasks and losing focus on key compliance activities. 

Technologies such as machine learning systems can be used to increase the efficiency of 
various elements of the AML framework, for example, to reduce false positives in SARs and 
improve the effectiveness of transaction monitoring.23 A survey conducted by the Bank of 
England shows that firms currently consider improved AML as one of the biggest and most 
immediate benefit of using machine learning techniques.24 In addition, a survey conducted by 
the Institute of International Finance on the application of machine learning techniques in 
combatting money laundering also shows the highest number of projects are run to improve 
transaction/client activity monitoring (see Appendix 2).25 This can bring an array of benefits 
for AML compliance such as lower generation of false positives, increased speed of 

 
20 A key advantage of distributed ledger technologies is the fine control they offer over permission to access 
data, allowing confidential or sensitive data to be securely shared across several entities with customer consent. 
See Milne, A. and Kavuri, A. (2019). Evolution or revolution? Distributed ledger technologies in financial services. 
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3527192. They highlight some of the challenges in 
adoption of distributed ledger technologies. Concern about the cost of transition and about loss of control over 
business processes may limit the willingness of firms to participate. Public policy intervention may be necessary 
to promote adoption of DLT or other forms of data sharing for regulatory compliance. 
21 Examples of identity solutions include the global legal entity identifier increasingly used for counterparties 
identification in capital market transactions and India’s Aadhaar project for personal identity, in which more 
than a billion citizens have received a 12-digit unique-identity number based on their biometric (e.g. fingerprints 
and iris scans) and demographic data, giving them access to financial services and other government and non- 
government services. 
22 See https://www.encompasscorporation.com/insurance/. 
23 Bank of England (2019). Machine learning in the UK financial services. https://www.bankofengland.co.uk/-
/media/boe/files/report/2019/machine-learning-in-uk-financial-services.pdf 
24 Ibid. 
25 The IIF surveyed 54 banks and 5 insurance companies, representing firms from all continents and across a 
diverse range of business models and firm sizes. 
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analysis/reaction to new threats and the discovery of new risk segments and money 
laundering patterns. 

However, there is an issue that first needs to be addressed before machine learning 
techniques can be thoroughly applied. Financial institutions do not receive feedback from the 
financial authorities on which of their SARs have turned out to be a real case of money 
laundering. In consequence, it is difficult to train money laundering detection algorithms and 
as a second-best, firms are optimizing money laundering detection algorithms using lower-
level suspicious activity reports.26 

Aside from the use case of machine learning systems, Natural Language Generation (NLG) can 
be used to automate the generation of regulatory AML reports, i.e., suspicious activity reports 
(SARs). A typical SAR has five components; the first four can be auto populated by many case 
management systems, however the last portion, the SAR Narrative, cannot.27 Large 
institutions can generate thousands of SARs every year, so AML compliance costs can be 
substantial (see Appendix 3). NLG enables compliance teams to automatically identify the 
most interesting and important information trapped in structured data and produce language 
that provides situational context, explanations and potential next actions. With advanced NLG 
systems, like Narrative Science Quill, the SAR Narrative can be automatically generated, while 
communicating the key “who, what, when, and where” aspects of the suspicious activity and 
can also be tailored to meet the needs of the intended audience.28 

Client/Customer Protection 
Conduct risk has become one area of concern for regulators, especially since the banking crisis 
of 2008. Currently, pricing practices in the UK retail general insurance sector are under close 
scrutiny. An investigation from the UK Financial Conduct Authority (FCA) concluded that 6 
million policy holders overpaid on their premiums by £1.2 billion.29  

To what extent can automated processes be used to manage conduct risk and mitigate the 
harm to customers, employees, business reputation in the event of misconduct?30 In the case 
where outcomes depend on management and employee judgements, having the right 
technology in place is not going to help. Misconduct can then arise for many reasons, 

 
26 Institute of International Finance (2017). Machine Learning: A Revolution in Risk Management and 
Compliance? https://www.iif.com/portals/0/Files/private/32370132_van_liebergen_-
_machine_learning_in_compliance_risk_management.pdf   
27 Deloitte and Narrative Science (2015). Innovation ushers in the modern era of compliance. 
https://www2.deloitte.com/content/dam/Deloitte/us/Documents/finance/us-fas-how-natural-language-is-
changing-the-game-deloitte-only.pdf 
28 See https://narrativescience.com/products/quill/  
29 Financial Conduct Authority (2019). General insurance pricing practices, Interim Report. 
https://www.fca.org.uk/publication/market-studies/ms18-1-2-interim-report.pdf 
30 A good example of when advanced technology isn’t necessarily the answer. For example, “to ensure consumers 
are getting value for money, there are simple metrics that insurers can put in place including highlighting 
products with persistently low loss ratios or ensuring that commission ratios do not exceed a certain threshold. 
A low loss ratio can be a sign that customers are struggling to file valid claims, which may suggest terms and 
conditions are too tight or prices are too high. Value for money also extends to mid-term adjustments, e.g. the 
charging of excessive administration fees will reduce the value for money that a consumer perceives.” (Heah, H., 
2019. Conduct risk for insurers: what is the right approach? https://www.barnett-waddingham.co.uk/comment-
insight/blog/conduct-risk-insurers-what-right-approach/). 
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including conflicts of interest, inappropriate “growth at all costs” business models, disparate 
subcultures or problematic prevailing culture, a product lifecycle that is not guided by 
customer needs and suitability, and individuals that are not being held responsible or held 
accountable by management for poor conduct.31  Misconduct is also driven by manual and 
complicated processes and procedures and weak systems for monitoring and surveillance. 
Where it is possible to replace employee judgement with automation and more transparent 
oversight, then the opportunities for misconduct may be reduced. This is where technology 
can assist. 

However, replacing human judgement with AI machine judgement does not remove the 
possibility of bias. The use of AI or other automated decision making whether in pricing, claims 
management or other customer outcomes raises ethical issues such as the potential 
discrimination against particular groups of customers. Firms still need to make sure the 
customer is treated ethically, avoiding bias. In the event of a poor outcome, who is to be held 
responsibility for an automated machine-made decision? This may mean that, for the 
foreseeable future, automation is a support rather than a replacement of decisions based on 
employee judgements and responsibility for ethical and regulatory compliance will remain 
with humans rather than machines. 

The use of complex and opaque models to determine prices in ways that consumers do not 
understand is also an issue. The need to explain to customers, to regulators, to shareholders 
and other stakeholders the basis on which pricing decisions have been reached is important. 
One case where price model explainability has been achieved is at the start-up firm, Wrisk. 
Using machine learning techniques to explain their AI driven pricing solution, Wrisk were able 
to create a system that can explain the complex world of motor insurance pricing through a 
simple library of messages to explain the factors that affect a customer’s risk score.32 

Data Protection 
Data privacy is high on the agenda in a world where everything is becoming digitised. The 
latest regulation in EU law on data-protection and privacy, the General Data Protection 
Regulation (GDPR),33 has amplified the complexity of a firms’ regulatory compliance regime. 
Research published in September 2019 by software firm Egress suggests that over half (52%) 
of UK firms are not yet compliant, opening them up to severe penalties should they be found 
guilty of a data breach.34 In July 2019 a similar survey by tax consultancy RSM found that 
almost a third (30%) of European businesses admit they are still not compliant with GDPR,35 

 
31 Deloitte (2017). Managing conduct risk, addressing drivers, restoring trust. Center for Regulatory Strategy. 
https://www2.deloitte.com/content/dam/Deloitte/us/Documents/financial-services/us-managing-conduct-
pov.pdf 
32 See https://www.wrisk.co/blog/bootstrapping-an-ai-product-without-any-data. 
33 REGULATION (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection 
of natural persons with regard to the processing of personal data and on the free movement of such data, and 
repealing Directive 95/46/EC (General Data Protection Regulation). https://eur-
lex.europa.eu/eli/reg/2016/679/oj 
34 Egress (2019). Heading towards the perfect storm: More than half of UK businesses are still not fully GDPR 
compliant according to Egress survey. https://www.egress.com/news/gdpr-compliance-survey-2019 
35 RMS (2019). 30% of European businesses are still not compliant with GDPR. https://www.rsm.global/news/30-
european-businesses-are-still-not-compliant-gdpr 



12 
 

with many saying that GDPR was no longer a key focus and compliance activity had tailed off 
after the implementation deadline with a “almost compliant is close enough” attitude 
towards GDPR.  

Nevertheless, technology can act as a bridge to effective compliance with data-protection and 
privacy laws like GDPR. Technology can be used to monitor information notices, data 
collection and make sure the firm is meeting the data minimisation principle (only collecting 
what is required) – it can indicate which data points are necessary and avoid the collection of 
unnecessary data. Technology can record requests for recording of and access to data, 
providing full auditability for the accountability principle (“on this day this was accessed for 
this reason”). 

Distributed ledger technologies DLT may offer solutions to meeting the requirements of 
regulations such as GDPR. Agreement on using DLT for secure sharing data amongst firms may 
promote data integrity, including in particular documenting customer consent to the use of 
their data. All required evidence of personal data processing and GDPR documentary 
obligations could be conveniently reported and easily verifiable by regulators in immutable 
form.36 For example, document when consent for personal data processing was given in the 
first instance.  

Such a solution would provide data subjects with control over all given consents in one place 
and equip them with convenient and reliable tools for executing their rights to personal data 
protection.37 However, although distributed ledger technology can potentially assist in 
compliance with GDPR it will be challenging to build a shared DLT solution that is itself GDPR 
complaint.38 GDPR is based on the assumption that in relation to each personal data point 
there is one data controller whom data subjects can address to enforce their rights under EU 
data protection law. Distributed ledgers, however, often seek to achieve decentralisation in 
replacing a unitary actor with many different players which makes the allocation of 
accountability problematic.39 Also, under Articles 16 (right to rectification) and 17 (right to 
erasure) of the GDPR it is assumed that data can be modified or erased. The immutability of 
distributed ledger technologies purposefully does not allow for such alterations of data in 
order to ensure data integrity and trust in the network.40 

Financial Risks and Financial Soundness 
The financial services that insurers provide are essential in supporting the pooling and 
transfer of risk and savings (and so wider economic activity). Traditional insurers do not 

 
36 Klinger, B. (2019). Compliance with Data Protection Regulations by Applying the Blockchain Technology. The 
RegTech Book. 
37 Because of the fine permissioning of distributed ledger technologies and the underlying cryptography, which 
ensures that, as long as private keys are kept secret, the data is protected. 
38 CNIL (2018). Solutions for a responsible use of the blockchain in the context of personal data. 
https://www.cnil.fr/sites/default/files/atoms/files/blockchain.pdf 
39 CMS (2019). The tension between GDPR and the rise of blockchain technologies. 
https://cms.law/en/INT/Publication/The-tension-between-GDPR-and-the-rise-of-blockchain-technologies. 
European Parliamentary Research Service (2019). Blockchain and the General Data Protection Regulation. 
https://www.europarl.europa.eu/RegData/etudes/STUD/2019/634445/EPRS_STU(2019)634445_EN.pdf 
40 Ibid. 
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generally threaten the stability of the financial system in the same way as banks so the 
Prudential Regulation Authority’s focus is to ensure that, under the Solvency II regime,41 
policyholders have an appropriate degree of continuity of cover for the risks they are insured 
against.42 In other words, there is a need to ensure whether a business itself is in sound 
condition and if it has sufficient capital to absorb major risks, for example, natural 
catastrophes. 

Solvency II is an EU directive that ensures the riskier an insurer’s business is, the more 
precautions it takes. Unlike rules-based conduct regulation, such as KYC or AML, Solvency II is 
not based on binary tests. Solvency II is principles-based and is a test of corporate judgment 
and the challenges for insurers that this regulatory approach brings is complex and 
complicated. With data management requirements running through the principles and pillars 
of Solvency II, insurers are likely to source data for compliance purposes from both internal 
and external sources, often consolidating data from several data vendors to generate 
required datasets (a heavy cost burden on insurers).43 In consequence the need for a 
successful data management solution is key and with a “world-class RegTech and data 
strategy”, insurers can turn this burden of compliance into a source of real business value. 44  

From discussions of RegTech in banking and capital markets in the area of risk management 
and prudential, the solution to improved compliance in this area is mainly dependent on the 
existence and ease of access of high-quality granular information – the latter being the issue 
for insurers. There are many RegTech solutions out there that can help firms retrieve granular 
information hidden in the depths of countless data silos. For example, the start-up firm 
Quantemplate brings disparate data sources to cleanse, map and transform data into a single 
harmonised dataset in order to monitor, analyse and feed downstream systems with clean 
data, without changing the fundamental process of data collection across the firm.45 Machine 
learning techniques could then be applied to the single harmonised dataset allowing a 
broader and deeper analysis of information to potential identify risks as they emerge, 
mitigating the chance of individual firm failure.46 

 
41 DIRECTIVE 2009/138/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 25 November 2009 on the 
taking-up and pursuit of the business of Insurance and Reinsurance (Solvency II). https://eur-
lex.europa.eu/legal-content/en/ALL/?uri=CELEX%3A32009L0138 
42 Bank of England, PRA (2018). The Prudential Regulation Authority’s approach to insurance supervision. 
https://www.bankofengland.co.uk/-/media/boe/files/prudential-regulation/approach/insurance-approach-
2018.pdf 
43 Regulatory Data Handbook (2019). A-Team Insight. https://a-teaminsight.com/guides/regulatory-data-
handbook-2018-2019-sixth-edition/?brand=ati 
44 Bank of England, PRA (2020). Transforming data collection from the UK financial sector. 
https://www.bankofengland.co.uk/-/media/boe/files/paper/2020/transforming-data-collection-from-the-uk-
financial-sector.pdf Huckstep, R. (2019). Simplifying Solvency II compliance, the InsurTech way. The Digital 
Insurer. https://www.the-digital-insurer.com/blog/simplifying-solvency-ii-compliance-the-insurtech-way/ 
45 See https://www.quantemplate.com/ 
46 Micheler, E. and Whaley, A. (2018). Regulatory Technology – Replacing Law with Computer Code. LSE Legal 
Studies Working Paper No. 14/2018. https://ssrn.com/abstract=3210962 or 
http://dx.doi.org/10.2139/ssrn.3210962 
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Organisational Awareness  
There is a two-stage approach to achieving full regulatory compliance with evolving 
regulation. First the firm needs to find, review and mange those new regulations that apply 
to them. Second, they need to convert these regulations into instructions for the business for 
internal policies and procedures. This alone is a great challenge in a single jurisdiction, but a 
firm that operates in multiple jurisdictions further amplifies the challenge greatly due to 
regulatory fragmentation (see Section 4 of this report). 

In conducting our research, we have seen an array of AI and data technologies such as Natural 
Language Programming (NLP) being applied to assist firms in improving their organisational 
awareness. For example, in policy and procedure mapping, the financial services RegTech 
platform provider, CoVI Analytics, have developed a product which enables firms to 
operationalise their instructions or response to the regulatory requirements into compliance 
activities (which usually take the form of a risk that the business needs to manage) through 
the use of NLP with machine learning techniques.47 This greatly improves accountability and 
transparency across an organisation, and simplifies compliance against ambiguous principles-
based regulation. 

Furthermore, in order to tackle the issue of regulatory fragmentation, Lloyd’s of London’s 
innovation team developed an AI solution using NLP to provide regulatory advice for the 
Lloyd’s insurance market. The specific challenge they addressed is that underwriting global 
insurance requires dealing with complex and often conflicting law and regulation that varies 
from one jurisdiction to another. Initially, providing international trading advice required 
searching across and locating relevant material amongst approximately 60,000 documents 
related to insurance law and cross-border regulation. Before developing their solution, the 
international trading advice team had been expected to respond to standard queries within 
four days with more complex queries taking longer (requiring input from a subject matter 
expert) but with their AI solution in place a response can be provided within the day.48 

 

4. Lessons for RegTech from Banking and Capital Markets 
Our review of RegTech in banking and capital markets (through desk review and attendance 
of industry conferences and events) reveal both substantial challenges faced by these 
organisations in adopting new technology to realise a more effective and efficient regulatory 
compliance. In this section we discuss these barriers, as revealed from the experience of 
various RegTech initiatives in banking and capital markets and consider the lessons for 
application to insurance. 

 
47 Huckstep, R. (2019). Simplifying Solvency II compliance, the InsurTech way. https://www.the-digital-
insurer.com/blog/simplifying-solvency-ii-compliance-the-insurtech-way/; http://covianalytics.com/ 
48 See Herbert, Ian, Alistair Milne, and Alex Zarifis. 2019. “Data Technologies and next Generation Insurance 
Operations”. CAPCO Journal of Financial Transformation https://www.capco.com/-/media/CapcoMedia/Capco-
2/PDFs/Journal-50-PDFs/Capco-Journal-50-Herbert.ashx 
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Table 2 compiles the many barriers to the adoption of RegTech in banking and capital markets 
that we have come across in our review of literature and attendance at industry events. 

 

Table 2: Barriers to the adoption of RegTech 
 

Data/People/Organisational Barriers 
 Data governance/management 
 Integration with legacy systems 
 War for talent in developing AI and data technology applications 
 Lack of management buy-in 
 No time for new initiatives around RegTech 

Regulatory Barriers 
 Lack of data standardisation and shortfall in standardisation across jurisdictions 
 Data sharing policy and regulation 
 Risk averse culture of regulators limiting adoption of new technologies 
 The challenge of oversight of automated decision processes 

Industry/Strategic Barriers 
 Risk of investing in solutions that aren’t fully proven 
 Network effects: difficulties in reaching critical mass 
 Firms/vendors looking at efficiency gains rather than scalability (lack of holistic 

solutions) 
 

We discuss some of the issues involved under these three broad headings. 

Data management and other organisational barriers 
Data management is at the heart of regulatory compliance. Data quality, management of data 
silos, data standardisation, and data integration are all required for automating costly manual 
compliance processes. Conversely weak data management impedes a firm’s ability to 
effectively and efficiently comply with regulation.49 

Data management in turn confronts the reality that people are the greatest challenge in the 
compliance space (data is driven by people).50 Arguably, there needs to be a cultural change 
in how firms manage data before technology can be used to transform regulatory compliance 
and other operations.51 Firms need to create a data driven culture. Senior leaders need to 
treat data as an asset and promote transparency on every level.52 For example, they need to 

 
49 Bank of England, PRA (2020). Transforming data collection from the UK financial sector. 
https://www.bankofengland.co.uk/-/media/boe/files/paper/2020/transforming-data-collection-from-the-uk-
financial-sector.pdf  
50 RegTech Summit London (2019). https://a-teaminsight.com/events/regtech-summit-london/ 
51 For general discussion see DalleMule, Leandro, and Thomas H Davenport. 2017. “What’s Your Data Strategy.” 
Harvard Business Review 95 (3): 112–21. https://hbr.org/2017/05/whats-your-data-strategy  
52 Díaz, A., Rowshankish, K. and Saleh, T. (2018). Why data culture matters. McKinsey Quarterly. 
https://www.mckinsey.com/~/media/McKinsey/Business%20Functions/McKinsey%20Analytics/Our%20Insight
s/Why%20data%20culture%20matters/Why-data-culture-matters.ashx  
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implement a clear set of policies that look at the processes and controls of data collection and 
the agreements between those who create data and those who use the data. 

One of the biggest challenges to improving data management is that it is not possible to start 
by designing an improved system from scratch. Alongside innovation firms must continue 
their ongoing operations, including regulatory reporting, using existing legacy systems.  
Developments in technology are gradually introducing much greater flexibility and 
adaptability. There is the prospect, eventually, of financial services operations having the 
same degree of flexibility and interoperability that is standard in internet based services, using 
open API ‘ecosystems’ to integrate a range of providers in a single integrated service.53 One 
route to more flexible and adaptable use of legacy systems for regulatory reporting (and for 
other dynamically changing business requirements) is using internal APIs to integrate legacy 
systems with new applications, so realising the potential for rapid process and product 
innovation without having to tear out and replace existing systems.54 Still, despite this 
progress, it is clear that legacy remains a major barrier to the automation of regulatory 
compliance. 

An example in the context of AML, rules-based systems are unable to detect complex patterns 
of transactions or obtain a holistic view of transactions behaviour across payment 
infrastructures.55 The number of customers who are flagged as ‘suspicious’ when not (“false 
positives”) is substantial.56 False positives are a prominent contributor to the overall costs to 
firms in running their AML compliance operations due to the significant human capacity 
needed for the assessment of alerts and filtering from actual suspicious observations.57 

The need for evolution in regulations themselves 
The UK FCA has been engaging closely with firms in banking and capital markets since 2015 
to explore how they can best support the development of automated regulatory 
compliance.58 Their current RegTech work programme embraces several aspects of 
RegTech.59 Improved data management is addressed by their digital regulatory reporting 
initiative: “Together with the Bank of England, we are exploring how we can use technology 
to link regulation, compliance procedures, and firms’ policies and standards together with 
firms’ transactional applications and databases.”60 There have been two pilot projects, the 

 
53 A recent blog discussing the possibilities of such open API ecosystems in insurance is Joris Lochy 2019, 
Transforming the Insurance Sector to an Open API Ecosystem, Fin Extra, 16 Dec, 
https://www.finextra.com/blogposting/18255/transforming-the-insurance-sector-to-an-open-api-ecosystem 
54 For one expression of these possibilities, arguing for the use of a ‘microservices architecture’, see Eyhal Herson 
(2019) Using Hybrid Integration to access Legacy Systems in the Cloud, 
https://www.openlegacy.com/blog/using-hybrid-integration-to-access-legacy-systems-in-the-cloud 
55 Institute of International Finance (2017). Machine Learning: A Revolution in Risk Management and 
Compliance? https://www.iif.com/portals/0/Files/private/32370132_van_liebergen_-
_machine_learning_in_compliance_risk_management.pdf 
56 A false positive is an error in the AML and compliance monitoring process, in which a scenario or condition 
tested for is mistakenly found to have been detected. 
57 Oracle (2019). Disrupting Status Quo in AML Compliance. http://www.oracle.com/us/wp-disrupt-status-quo-
in-aml-compl-5440180.pdf 
58 FCA experience reported on these webpages https://www.fca.org.uk/firms/innovation/regtech 
59 https://www.fca.org.uk/firms/innovation/regtech/our-work-programme 
60 https://www.fca.org.uk/innovation/regtech/digital-regulatory-reporting 
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first in 2018 working with six mortgage banks on domestic mortgage reporting. The second in 
2019 with seven retail banks assessed the viability of extending digital regulatory reporting 
across bank product groups, especially addressing the biggest cost drivers revealed by Phase 
1: inconsistent interpretation of regulations (and its disambiguation); the time needed to 
prepare and create reports (particularly in response to ad-hoc reporting queries); and the 
time spent on communication and query management.  

The conclusions drawn from the resulting Phase 2 viability report include:61 “Digitising 
regulatory reporting rules may lead to other benefits, such as increased transparency of 
regulation, which is a priority for firms; The lack of standardisation of the definitions and 
descriptions of data by firms is a significant barrier to improving both firm processes and 
exploitation of new analytical techniques;… There remains a degree of uncertainty over the 
best technical solution, and the team suggest further investigation in warranted in the next 
phase of DRR; … The business case for DRR is strongest when implemented for multiple 
domains and aligned to change initiatives already occurring at firms; … Re-using industry data 
and technical standards could significantly reduce the cost of implementation for DRR.” 

Other RegTech work at the FCA includes work programmes on data models and standards 
including one on using “Semantics of Business Vocabulary and Business Rules (SBVR) and 
Natural Language Processing (NLP) to create machine readable versions of the FCA 
Handbook”; a number of AI applications on assistance and advice for financial law and 
regulation including on verification of MIFID compliance; and projects on the application of 
distributed ledger technologies in the verification of compliance and in regulatory reporting.62 

A key finding from this FCA work is the challenge of expressing regulation in a form that can 
be efficiently converted into code by firms.63 Regulations written in natural language are not 
detailed enough to be translated into code. In consequence, regulation needs to be rewritten 
in a stripped-down, highly structured, machine-readable language for code can then be 
generated from the regulatory handbooks using NLP technology and used to populate a data 
model of a regulatory reporting system.64 In the FCA’s latest report on regulatory reporting 
they investigated the economic viability of implementing a DRR solution, however, although 
their business case is thorough, they acknowledge it is incomplete and that much more work 
is needed to understand the costs and benefits of setting up such a solution.65 

So, while promising, this work is still exploratory and experimental. It is proof of concept and 
not yet at the point where it can support commercial implementation. There is a significant 
challenge involved in restating regulations in a precise and standard way, so that compliance 

 
61 https://www.fca.org.uk/publication/discussion/digital-regulatory-reporting-pilot-phase-2-viability-
assessment.pdf 
62 The distributed ledger is pursued together with University College London in Project BARAC 
http://blockchain.cs.ucl.ac.uk/barac-project/  
63 Financial Conduct Authority (2018). Digital Regulatory Reporting. 
https://www.fca.org.uk/publication/discussion/digital-regulatory-reporting-pilot-phase-1-report.pdf 
64 NLP is a branch of artificial intelligence that helps computers understand and interpret human language. 
65 Financial Conduct Authority (2020). Digital Regulatory Reporting, Phase 2 Viability Assessment. 
https://www.fca.org.uk/publication/discussion/digital-regulatory-reporting-pilot-phase-2-viability-
assessment.pdf 
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can be automated across firms using common processing solutions. The way regulation itself 
is expressed is limiting firms’ ability to convert regulation into code and improve the efficiency 
of regulatory reporting. It will though be a major challenge for both regulators and firms to 
work out which parts of the regulations can be expressed in such a ‘machine readable’ form 
and to implement the required changes. While regulators are naturally supportive, there is 
also a risk that such initiatives could result in unintended weakening of regulatory oversight. 
Regulators may therefore be cautious about introducing the necessary supporting changes in 
regulation. 

Despite the potential for automation, regulatory compliance and regulatory change will 
remain heavily dependent on people. A great challenge in adapting to new and changing 
regulations is ensuring the right people know and take action to comply within the firm. 
Organisational awareness of the complex landscape of regulations is particularly challenging 
in large, global firms that operate cross boarder as regulations are generally inconsistent from 
jurisdiction to jurisdiction.  

This situation is worsened by regulatory fragmentation. In the case of insurance, making a 
single insurance contract comply with multiple regulatory jurisdictions is difficult. For 
example, an insurance contract that covers a number of EU jurisdictions will need to comply 
with national law in all these jurisdictions plus any applicable EU regulations.  

Industry and strategic barriers 
Transforming regulatory compliance and overcoming these barriers requires an integrated 
strategic approach to regulation, data and technology, embracing the entire industry.66  

One example of a lack of ‘joined up’ solutions is that data sharing regulations imposed on 
firms are a barrier the adoption of RegTech solutions. An example is the application of 
machine learning in AML compliance. Money launderers move across borders, across 
financial institutions, and across legal entities through various financial products to obscure 
the illicit sources of their funds. In complying with AML rules, restrictions (within financial 
groups, between financial institutions and between governments and firms) on the sharing, 
storing or use of information make it difficult to gain or share information from other 
institutions or jurisdictions and hence train machine learning systems (monitoring processes) 
to detect complex money laundering activity as a consequence.67 Such data sharing 
restrictions are one of the most prominent barriers to a well-functioning KYC and AML 
programme and it is crucial that these are re-evaluated.68 The International Institute of 

 
66 Colaert, Veerle A. (2018). RegTech as a Response to Regulatory Expansion in the Financial Sector. 
https://ssrn.com/abstract=2677116 or http://dx.doi.org/10.2139/ssrn.2677116; Foster, B. (2019). Bloomberg. 
RegTech Summit London 2019. 
67 Clear Path Analysis (2017). Financial Crime & Operational Security, Europe 2017. 
https://www.clearpathanalysis.com/reports/financial-crime-operational-security-2017 
68 Financial Action Task Force (2017). Public Consultation on the Draft Guidance for Private Sector Information 
Sharing. https://www.fatf-gafi.org/publications/fatfrecommendations/documents/public-consultation-
guidance-info-sharing.html 
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Finance have suggested that firms should be allowed more access to data that the public 
sector holds, such as databases from tax authorities, registries and law enforcement.69 

Another prerequisite for effective data sharing is standardisation. Standardisation of data 
formats is essential to automated data sharing with minimal manual interventions.70 Even if 
data sharing is not possible, standardisation of data can allow automated interaction of 
different systems whilst still maintaining privacy (a sort of ‘black box’ solution). 
Standardisation is a substantial challenge.71 Agreement on and adoption of standards is 
hindered both by the costs of co-ordination – it is extremely difficult to get hundreds of firms 
on the same page without legal or regulatory compulsion. It can also be blocked by vested 
interests, firms that perceive a loss of market power as standardisation reduces barriers to 
entry or who make their margins from bridging incompatibilities in data or other standards. 

The possibilities of using RegTech to automate regulatory compliance have been highlighted 
by a wave of RegTech start-ups established over the course of recent years, in the US, the UK 
and in other countries.72 These start-ups are making a considerable contribution to 
understanding and exploring potential automated regulatory compliance and reporting. But 
they are inevitably piecemeal and limited, most providing solutions that automate existing 
inefficiencies, not representing the required holistic reform of regulatory processes. Thus, 
despite the investments and efforts of hundreds of RegTech firms, the level of adoption of 
technology in the domain of regulations and compliance remains low.73 

This suggests that regulators will need to play a major role, not just in evolving regulations to 
make them more suitable for automated compliance, but also in supporting dialogue and 
agreement on an industry wide strategic approach to development of RegTech and where 
necessary mandating adoption. For example, at the London RegTech Summit 201974 that we 
attended, a panel agreed that a more open dialogue needs to be encouraged so the industry 
can admit issues and raise concerns to regulators. 

5. Conclusions: How to Obtain the Value of RegTech in Insurance 
Regulatory pressures abound. Alongside their other operational challenges, insurers are 
grappling with the task of meeting demanding regulatory requirements and expectations, 

 
69 Institute of International Finance (2018). Machine Learning in Anti-Money Laundering – Summary Report. 
https://www.iif.com/portals/0/Files/private/32370132_iif_machine_learning_in_aml_-
_public_summary_report.pdf 
70 Institute of International Finance (2017). Deploying RegTech Against Financial Crime. 
https://www.iif.com/portals/0/Files/private/32370132_aml_final_id.pdf 
71 For discussion of the barriers to standardisation in capital markets see Houstoun, Kevin, Alistair Milne, and 
Paul Parboteeah. 2015. “Preliminary Report on Standards in Global Financial Markets.” 
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2531210 
72 Deloittes identify 362 RegTechs working in regulatory reporting, risk management, identity management and 
control, compliance and transaction monitoring 
https://www2.deloitte.com/lu/en/pages/technology/articles/regtech-companies-compliance.html 
73 The RegTech Council (2019). A proposal on how to make regulatory change more effective, cheaper and 
transparent. New Initiatives Working Group. A-Team Insight Blogs (2019). Managing Regulatory Change and 
Driving Efficiencies – A Debate. https://a-teaminsight.com/managing-regulatory-change-and-driving-
efficiencies-a-debate 
74 See https://a-teaminsight.com/events/regtech-summit-london/.  
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including increased regulatory examination and inspections and increased enforcement 
actions, fines, and penalties, across multiple jurisdictions.  

These are very similar to the regulatory challenges across all financial services. Where 
insurance is somewhat behind is exploring the opportunities for using technology to 
automate regulatory compliance and reporting, i.e., RegTech. This is though also an 
opportunity: lessons may be drawn from experience in banking and capital markets for 
insurance application. The opportunity is now here for insurers to adopt a digital approach to 
regulatory compliance following the lead of other financial services firms, to achieve cost 
savings and release the time of management and employees for commercial objectives. 

The RegTech opportunities are very similar in insurance as in other financial services. 
Insurance companies do not share all regulatory burdens of banks and capital market firms 
(lower requirements for reporting under anti-money laundering regulation and for 
transaction reporting that arises in securities, foreign exchange and derivative markets). But 
challenges in other areas – know your customer, customer protection, data protection, 
financial risks and soundness and in organisational awareness of regulatory requirements – 
are very similar to those in banking and capital markets. 

There are promising experimentations with application of machine learning, natural language 
processing, and distributed ledger technologies to regulatory compliance in banking and 
capital markets. However, the major challenges are not so much about identifying and 
applying novel technological solutions, but rather the more mundane problems of 
fragmented and inaccessible data as well as lack of standardisation in data at industry level 
to support automated regulatory compliance.  

There is also a significant challenge involved in restating regulations in a precise and standard 
way so that compliance can be automated across firms using common processing solutions. 
The way regulation itself is expressed is limiting firms’ ability to convert regulation into code 
and improve the efficiency of regulatory reporting. We can have less complex, clearer, 
unambiguous rules and definitions that help participants interpret and implement the rules 
with less cost and risk. Regulation of data and limits on the sharing of data is a further barrier.  

A final overarching lesson to be drawn from the experience of RegTech in banking and capital 
markets is that RegTech is not an ‘off the peg’ solution to the costs of regulatory compliance. 
Insurance firms need to recognise the costs, risks and challenges ahead of them and prioritise 
investment in RegTech; but this investment in RegTech has to be part of a broader solution, 
embraced by regulators and the industry, together addressing and reforming data, 
regulations and operational processes in regulatory compliance.  
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Appendix A: OECD taxonomy of regulatory costs 

 

Source: OECD Regulatory Compliance Cost Assessment Guidance, 2014 
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Appendix B: Stages in the AML process where firms are applying or 
experimenting with new analytical techniques 

 

Source: IIF Machine Learning in Anti-Money Laundering – Summary Report, 2018 
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Appendix C: Total SARs by industry sector (2017-2018) 

 

Source: NCA Suspicious Activity Reports (SARs) Annual Report 2018 


